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Preface

This volume constitutes the proceedings of the 2nd Atlantic Web Intelligence
Conference (AWIC 2004). The conference was held in the city of Cancun, Mexico,
a setting that inspired lively discussions and reflections on open issues facing the
field of Web intelligence.

The AWIC conferences have been motivated by advances in the field of artifi-
cial intelligence and the challenges facing their application to Web-based systems.
With this second edition, AWIC provided a forum for specialists from different
disciplines of computer science to exchange their experiences and ideas in this
growing field of research.

The selection of papers followed a strict, double-blind refereeing process by
a renowned international committee. We received 57 contributions, with first
authors from 15 different countries, from which 22 papers were selected to be
presented and published in this proceedings volume. We thank all members of
the Program Committee for their valuable reviews of the papers.

In addition, we were pleased to have as invited speakers Dr. Prabhakar
Raghavan, Chief Scientist and Vice President of Emerging Technologies in
Verity, Inc. and Consulting Professor of Computer Science at Stanford Univer-
sity, and Prof. C. Lee Giles, Davide Reese Professor of the School of Information
Sciences and Technology at The Pennsylvania State University. Abstracts of
their lectures are included in these proceedings.

In putting together this conference, we had the pleasure of working with an
outstanding group of people. We thank them all for their hard work on behalf of
this conference. In particular we would like to thank Manuel Montes y Gómez,
Director of the Mexico Research Centre of the Web Intelligence Consortium,
Elisa Moran, Marcela Rodŕıguez, and Jorge Niebla.

We extend a special acknowledgment to our sponsoring organizations: Centro
de Investigación Cient́ıfica y de Educación Superior de Ensenada, B.C., Univer-
sidad Michoacana de San Nicolás de Hidalgo, Instituto Nacional de Astrof́ısica,
Óptica y Electrónica, and Sociedad Mexicana de Ciencia de la Computación, in
Mexico, and Universidad Politécnica de Madrid, in Spain.

Last, but certainly not least, we thank you for your interest in AWIC 2004,
and very much hope you find these conference proceedings to be enriching.

May 2004 Jesus Favela
Ernestina Menasalvas

Edgar Chávez
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Manuel Montes y Gómez (INAOE, Mexico)

Program Committee

Ricardo Baeza-Yates (University of Chile, Chile)
Tu Bao Ho (Advanced Institute of Science and Technology, Japan)
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A Fuzzy Linguistic Multi-agent Model for

Information Gathering on the Web Based on
Collaborative Filtering Techniques

Enrique Herrera-Viedma, Carlos Porcel, Antonio Gabriel López,
Maŕıa Dolores Olvera, and Karina Anaya

School of Library Science, Univ. of Granada, Spain

Abstract. Information gathering in Internet is a complex activity. A
solution consists in to assist Internet users in their information gathering
processes by means of distributed intelligent agents in order to find the
fittest information to their information needs. In this paper we describe a
fuzzy linguistic multi-agent model that incorporates information filtering
techniques in its structure, i.e., a collaborative filtering agent. In such a
way, the information filtering possibilities of multi-agent system on the
Web are increased and its retrieval results are improved.

1 Introduction

The exponential increase in Web sites and Web documents is contributing to
that Internet users not being able to find the information they seek in a simple
and timely manner. Users are in need of tools to help them cope with the large
amount of information available on the Web [15,16]. Therefore, techniques for
searching and mining the Web are becoming increasing vital. Two important
techniques that have been addressed in improving the information access on the
Web are related to intelligent agents and information filtering.

Intelligent agents applied on the Web deal with the information gathering
process assisting Internet users to find the fittest information to their needs
[3,9,14,26]. Usually, several intelligent agents (e.g. interface agent, information
discovery agent) organized in distributed architectures take part in the infor-
mation gathering activity [3,8,9,14,19]. The problem is the design of appropriate
communication protocols among the agents. The great variety of representations
and evaluations of the information in the Internet is the main obstacle to this
communication, and the problem becomes more noticeable when users take part
in the process. This reveals the need of more flexibility in the communication
among agents and between agents and users [6,25,26,27]. To solve this problem
we presented in [6,7,11] different distributed intelligent agent models based on
fuzzy linguistic information [12,13].

Another promising direction to improve the information access on the Web
is related with the filtering techniques. Information filtering is a name used to
describe a variety of processes involving the delivery of information to people
who need it. Operating in textual domains, filtering systems or recommender

J. Favela et al. (Eds.): AWIC 2004, LNAI 3034, pp. 3–12, 2004.
c© Springer-Verlag Berlin Heidelberg 2004



4 Enrique Herrera-Viedma et al.

systems evaluate and filter the great amount of information available on the Web
(usually, stored in HTML or XML documents) to assist people in their search
processes [21]. Traditionally, these systems have fallen into two main categories
[20]. Content-based filtering systems filter and recommend the information by
matching user query terms with the index terms used in the representation of
documents, ignoring data from other users. These recommender systems tend to
fail when little is known about user information needs, e.g. as happens when the
query language is poor. Collaborative filtering systems use explicit or implicit
preferences from many users to filter and recommend documents to a given user,
ignoring the representation of documents. These recommender systems tend to
fail when little is known about a user, or when he/she has uncommon interests
[20]. Several researchers are exploring hybrid content-based and collaborative
recommender systems to smooth out the disadvantages of each one of them
[1,4,10,20]. Recommender systems employing information filtering techniques
often do so through the use of information filtering agents [23]. For example,
Amalthaea [19] is a multi-agent system for recommending Web sites.

In this paper, we present a new fuzzy linguistic multi-agent model for infor-
mation gathering on the Web that use collaborative information filtering tech-
niques to improve retrieval issues. We design it by using a 2-tuple fuzzy linguistic
approach [12] as a way to endow the retrieval process with a higher flexibility,
uniformity and precision. As we did in [7], the communication of the evaluation
of the retrieved information among the agents is carried out by using linguistic
information represented by the 2-tuple fuzzy linguistic representation. Users rep-
resent their information needs by means of linguistic weighted queries [13] and
providing an information need category (medicine, decision making, economy).
The weighted queries are composed of terms which are weighted by means of lin-
guistic relative importance weights. To exploit user preferences the multi-agent
model incorporates in its architecture a collaborative filtering agent that filters
and recommends documents related to information need category according to
the evaluation judgements previously expressed by other users.

In this paper Section 2 reviews the considered fuzzy linguistic representa-
tion. Section 3 presents the new fuzzy linguistic multi-agent model based on
collaborative information filtering techniques. Section 4 presents an example for
illustrating our proposal. Finally, some concluding remarks are pointed out.

2 The Fuzzy Linguistic Approach

For modelling qualitative information we consider a 2-tuple fuzzy linguistic ap-
proach. The 2-tuple fuzzy linguistic approach was introduced in [12] to overcome
the problems of loss of information of other fuzzy linguistic approaches [13]. Its
main advantage is that the linguistic computational model based on linguistic
2-tuples can carry out processes of computing with words easier and without
loss of information.

Let S = {s0, ..., sg} be a linguistic term set with odd cardinality (g+1 is the
cardinality of S and usually is equal to 7 or 9), where the mid term represents
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an assessment of approximately 0.5 and with the rest of the terms being placed
symmetrically around it. We assume that the semantics of labels is given by
means of triangular membership functions represented by a 3-tuple (a, b, c) and
consider all terms distributed on a scale on which a total order is defined si ≤
sj ⇐⇒ i ≤ j. An example may be the following set of seven terms:

s0 = Null(N) = (0, 0, .17) s1 = V eryLow(V L) == (0, .17, .33)
s2 = Low(L) = (.17, .33, .5) s3 = Medium(M) = (.33, .5, .67)
s4 = High(H) = (.5, .67, .83) s5 = V eryHigh(V H) = (.67, .83, 1)
s6 = Perfect(P ) = (.83, 1, 1).

In this fuzzy linguistic context, if a symbolic method [13] aggregating linguistic
information obtains a value β ∈ [0, g], and β /∈ {0, ..., g}, then an approximation
function is used to express the result in S.
Definition 1. [12] Let β be the result of an aggregation of the indexes of a set of
labels assessed in a linguistic term set S, i.e., the result of a symbolic aggregation
operation, β ∈ [0, g]. Let i = round(β) and α = β − i be two values, such that,
i ∈ [0, g] and α ∈ [−.5, .5) then α is called a Symbolic Translation.

The 2-tuple fuzzy linguistic approach is developed from the concept of sym-
bolic translation by representing the linguistic information by means of 2-tuples
(si, αi), si ∈ S and αi ∈ [−.5, .5): i) si represents the linguistic label of the in-
formation, and ii) αi is a numerical value expressing the value of the translation
from the original result β to the closest index label, i, in the linguistic term set
(si ∈ S).

This model defines a set of transformation functions between numeric values
and 2-tuples.

Definition 2. [12] Let S = {s0, ..., sg} be a linguistic term set and β ∈ [0, g]
a value representing the result of a symbolic aggregation operation, then the 2-
tuple that expresses the equivalent information to β is obtained with the following
function, Δ : [0, g] −→ S × [−0.5, 0.5),

Δ(β) = (si, α), with

{
si i = round(β)

α = β − i α ∈ [−.5, .5)

For all Δ there exists Δ−1, defined as Δ−1(si, α) = i + α. On the other hand,
it is obvious that the conversion of a linguistic term into a linguistic 2-tuple
consists of adding a symbolic translation value of 0: si ∈ S =⇒ (si, 0).

The 2-tuple linguistic computational model is defined by presenting a nega-
tion operator, the comparison of 2-tuples and aggregation operators of 2-tuples:
1. Negation operator of 2-tuples: Neg((si, α)) = Δ(g − (Δ−1(si, α))).
2. Comparison of 2-tuples. The comparison of linguistic information represented
by 2-tuples is carried out according to an ordinary lexicographic order. Let
(sk, α1) and (sl, α2) be two 2-tuples, with each one representing a counting of
information:
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– If k < l then (sk, α1) is smaller than (sl, α2)
– If k = l then

1. if α1 = α2 then (sk, α1) and (sl, α2) represent the same information,
2. if α1 < α2 then (sk, α1) is smaller than (sl, α2),
3. if α1 > α2 then (sk, α1) is bigger than (sl, α2).

3. Aggregation operators of 2-tuples. The aggregation of information consists
of obtaining a value that summarizes a set of values, therefore, the result of
the aggregation of a set of 2-tuples must be a 2-tuple. Using functions Δ and
Δ−1 that transform without loss of information numerical values into linguistic
2-tuples and viceversa, any of the existing aggregation operator can be easily
extended for dealing with linguistic 2-tuples. Some examples are:
Definition 3. Let x = {(r1, α1), . . . , (rn, αn)} be a set of linguistic 2-tuples, the
2-tuple arithmetic mean xe is computed as,

xe[(r1, α1), . . . , (rn, αn)] = Δ(
n∑

i=1

1
n

Δ−1(ri, αi)) = Δ(
1
n

n∑
i=1

βi).

Definition 4. Let x = {(r1, α1), . . . , (rn, αn)} be a set of linguistic 2-tuples and
W = {w1, ..., wn} be their associated weights. The 2-tuple weighted average xw

is:

xw[(r1, α1), . . . , (rn, αn)] = Δ(
∑n

i=1 Δ−1(ri, αi) · wi∑n
i=1 wi

) = Δ(
∑n

i=1 βi · wi∑n
i=1 wi

).

Definition 5. Let x = {(r1, α1), . . . , (rn, αn)} be a set of linguistic 2-tuples and
W = {(w1, α

w
1 ), ..., (wn, αw

n )} be their linguistic 2-tuple associated weights. The
2-tuple linguistic weighted average xw

l is:

xw
l [((r1, α1), (w1, α

w
1 ))...((rn, αn), (wn, αw

n ))] = Δ(
∑n

i=1 βi · βWi∑n
i=1 βWi

),

with βi = Δ−1(ri, αi) and βWi = Δ−1(wi, α
w
i ).

3 A Fuzzy Linguistic Multi-agent Model Based on
Collaborative Filtering Techniques

In this Section we present a new fuzzy linguistic multi-agent model which is
developed from the multi-agent model defined in [7]. Basically, we propose to
improve the performance of that by incorporating in its architecture collabora-
tive filtering techniques.

3.1 Architecture of Fuzzy Linguistic Multi-agent Model

In [24] a distributed multi-agent model for the information gathering is defined.
This model develops the retrieval activity by considering five action levels: in-
ternet users, interface agents, task agents, information agents and information
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sources. Using this model, in [7] we defined a fuzzy linguistic distributed multi-
agent model that uses linguistic 2-tuples to carry out the communication pro-
cesses among the agents. In such a way, we incorporate in the retrieval process
a higher degree of flexibility to carry out the information interchange, but in a
precise way.

As it is known, a promising direction to improve the effectiveness of search
engines concerns the way in which it is possible to “filter” the great amount of
information available across the Internet. As it was said at the beginning, the
so-called recommender systems are useful tools to carry out the evaluation and
filtering activities on the Web [21]. The combined use of recommender systems
together with search multi-agent systems has given very good results on the Web
[2,18,19,23].

Then, our proposal consists of applying the use of recommender systems in
the multi-agent model presented in [7] to improve its performance. The incor-
poration of recommender systems in its architecture increases its information
filtering possibilities on the Web. To do so, we present a new fuzzy linguistic
multi-agent model that integrates in its activity collaborative filtering techniques
[20,21], i.e., a new activity level, the level of a collaborative filtering agent. Fur-
thermore, the users’ expression possibilities are increased. Users specify their
information needs by means of both a linguistic weighted query and an infor-
mation need category. Each term of a user query can be weighted by a relative
importance weight. By associating relative importance weights to terms in a
query, the user is asking to see all documents whose content represents the con-
cept that is more associated with the most important terms rather than with
the least important ones. The relative importance weights are used by the task
agent to determinate the number of documents to be retrieved from each in-
formation agent. The information need category represents the interest topic of
the user’s information need, e.g.,“information retrieval”, “medicine”, “decision
making”,... Previously, a list of information categories available to users must be
established. The information need category is used by the collaborative filtering
agent to carry out a filtering on documents that are finally retrieved and shown
to the users.

This new multi-agent model presents a hierarchical architecture that contains
six activity levels (see Fig. 1 in the case of a single user):

1. Level 1: Internet user, which expresses his/her information needs by means
of a linguistic weighted query {(t1, p1), (t2, p2) ..., (tm, pm)}, pi ∈ S and an
information need category Ai ∈ {A1, ...,Al}. He also provides his/her identity
ID (e.g. e-mail address).

2. Level 2: Interface agent (one for user), that communicates the user query,
the information need category and the user identity to the collaborative filter-
ing agent, filters the retrieved documents from collaborative filtering agent to
give to the user those that satisfy better his/her needs, and finally, informs the
collaborative filtering agent on set of documents used by user to satisfy his/her
information needs DU .
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3. Level 3: Collaborative filtering agent (one for interface agent), that commu-
nicates the user query to the task agent, receives the more relevant documents
chosen by the task agent, retrieves the recommendations on such documents from
a collaborative recommendation system using the information need category ex-
pressed by the user RCAi = {RCAi

1 , ..., RCAi
v } RCAi

j ∈ Sx[−0.5, 0.5), filters the
documents by recalculating their relevance using these recommendations, and
communicates these documents together with their new relevance degrees to the
interface agent. Later, it carries out the tasks to update in the collaborative rec-
ommendation system the recommendations on the documents used by the user,
i.e., it invites user to provide a recommendation rcy on each chosen document
dU

y ∈ DU and this recommendation is stored in the collaborative recommenda-
tion system together with the recommendations provided by other users that
used dU

y .

Level 5

Level 6

Information
Agent n

Information
Agent 1

Information
Agent 2

Information
Soururce n

Information
Source 2

Information
Source 1

............

............

t 1,t 2,...t m

TASK  AGENT  I

D1, R1, C1

t 1,t 2,...t m

Dn, Rn, Cn............

Level 4

COLLABORATIVE
FILTERING AGENT I

t 1,t 2,...t m

      p1, p2,...pm DV, RV

INTERFACE
 AGENT I

USER I

Level 1

Level 2

Level 3

Collaborative
Recommender

 System

 RCAj

DW, RW, #(DW)<=#(DV)

t 1,t 2,...t m

  p1, p2,...pm
 A it 1,t 2,...t m

 A i
      p1, p2,...pm Df, Rf, #(Df)<=#(DW)

 IDI  DU

Question ?
 DU

rcy, y=1,...,#(DU)
Personal recommendations

 IDI

Fig. 1. Structure of a Multi-Agent Model Based on Collaborative Filtering

4. Level 4: Task agent (one for collaborative filtering agent), that communicates
the terms of user query to the information filtering agents, and filters documents
provided by information agents by getting those documents from every informa-
tion agent that fulfill better the weighted query, fusing them and resolving the
possible conflicts among the information agents.
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5. Level 5: Information agents, which receive the terms of user query from
the task agent and look for the documents in the information sources. Then,
task agent receives from each information agent h the set of relevant documents
that it found through information sources Dh and their relevance Rh, where
every document dh

j has an associated degree of relevance rh
j ∈ Sx[−0.5, 0.5)

(j = 1, ...,#(Dh)). It also receives a set of linguistic degrees of satisfaction
Ch = {ch

1 , ch
2 , ..., ch

m}, ch
i ∈ Sx[−0.5, 0.5) of this set of documents Dh with regard

to every term of the query ti.
6. Level 6: Information sources, consisting of all data sources within the Inter-
net, such as databases and information repositories.

3.2 How Does This Multi-agent Model Work?

The activity of multi-agent model presented in the above Subsection is composed
of two phases:
1. Retrieval phase: This first phase coincides with the information gathering pro-
cess developed by the multi-agent model itself, i.e., this phase begins when a
user specifies his/her query and finishes when he/she chooses his/her desired
documents among the documents retrieved and provided by the system.
2. Feedback phase: This second phase coincides with the updating process of col-
laborative recommendations on desired documents existing in the collaborative
recommender system, i.e., this phase begins when the interface agent informs
the documents chosen by the user to the collaborative filtering agent and finishes
when the recommender system recalculates and updates the recommendations
of the desired documents.

The retrieval phase is carried out as follows:
Step 1: An Internet user expresses his/her information needs by means of a
linguistic weighted query {(t1, p1), (t2, p2), ..., (tm, pm)}, pi ∈ S and an in-
formation need category Ai chosen from a list of information need categories
{A1, ...,Al} provided by the system. The system also requires the user’s identity
ID. All this information is given by the user to the interface agent.
Step 2: The interface agent gives the query together with the information need
category to the collaborative filtering agent.
Step 3: The collaborative filtering agent gives the query to the task agent.
Step 4: The task agent communicates the terms of the query {t1, t2, ..., tm}
to all the information agents to which it is connected.
Step 5: All the information agents that have received the query, look for the
information that better satisfies it in the information sources, and retrieve from
them the documents. We assume that the documents are represented in the
information sources using an index term based representation as in vector space
model [13,22]. Then, there exists a finite set of index terms T= {t1, . . . , tl} used
to represent the documents and each document dj is represented as a fuzzy
subset, dj = {(t1, F (dj , t1)), . . . , (tl, F (dj , tl))}, F (dj , ti) ∈ [0, 1], where F is
any numerical indexing function that weighs index terms according to their
significance in describing the content of a document.
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Step 6: The task agent receives from every information agent h a set of docu-
ments Dh ordered decreasingly by their relevance Rh. Every document dh

j has
associated a linguistic degree of relevance rh

j ∈ Sx[−0.5, 0.5), which is calculated
as rh

j = xe[Δ(g ·F (dh
j , t1)), . . . , Δ(g ·F (dh

j , tm))], being g+1 the cardinality of S.

The task agent also receives a set of linguistic degree of satisfaction Ch =
{ch

1 , ch
2 , ..., ch

m}, ch
i ∈ Sx[−0.5, 0.5) of Dh with regard to every term of the query,

which is calculated as ch
i = xe[Δ(g ·F (dh

1 , ti)), . . . , Δ(g ·F (dh
#(Dh), ti))]. Then, the

task agent selects the number of documents k(Dh) to be retrieved from each in-

formation agent h: k(Dh) = round(
∑

n

i=1
#(Di)

n · P h
s ), where P h

s = Δ−1(λh)∑
n

i=1
Δ−1(λh)

is the probability of selection of the documents from information agent h, and
λh ∈ Sx[−0.5, 0.5) is the satisfaction degree of information agent h which is
computed through a 2-tuple linguistic weighted average operator, for example
xw

l , as λh = xw
l [(ch

1 , (p1, 0)), ..., (ch
m, (pm, 0))].

Step 7: The collaborative filtering agent receives from the task agent a list of
documents DV = {dV

1 , ..., dV
v } ordered with respect to their relevance RV , such

that, #(DV ) = v ≤ ∑n
i=1 k(Di). Then, collaborative filtering agent filters the

documents provided by the task agent using the recommendations on such doc-
uments provided by other users in previous similar searches which are stored
in a collaborative recommender system. To do so, the collaborative recommender
system sends collaborative filtering agent the set of recommendations existing on
DV associated with the information need category Ai expressed by the user,

RCAi = {RCAi
1 , ..., RCAi

v } RCAi

j ∈ Sx[−0.5, 0.5).

Then, the collaborative filtering agent filters the documents by recalculating their
relevance using such recommendations RCAi . So, for each document dV

j ∈ DV

a new linguistic relevance degree rNV
j is calculated from rV

j and RCAi

j by means
of the 2-tuple weighted operator xw as rNV

j = xw(rV
j , RCAi

j ), using for example
the weighting vector W=[0.6,0.4].
Step 8: The interface agent receives from the collaborative filtering agent a list
of documents DW = {dW

1 , ..., dW
w } ordered with respect to their relevance RW ,

such that #(DW ) = w ≤ v = #(DV ). Then, the interface agent filters these
documents in order to give to the user only those documents that fulfill better
his/her needs, which we call Df . For example, it can select a fixed number of
documents K and to show the K best documents.

On the other hand, the feedback phase is developed by the collaborative rec-
ommender system which obtains new recommendations that later can be reused
to assist another people in their search processes. In our multi-agent model this
feedback activity is developed in the following steps (in Fig. 1 the discontinuous
lines symbolize this phase):
Step 1: The interface agent gives the user’s identity ID (usually his/her e-mail)
together with the set of documents DU = {dU

1 , ..., dU
u }, u ≤ #(Df) used by the

user to the collaborative filtering agent.
Step 2: The collaborative filtering agent asks user his/her opinion or evaluation
judgements about DU , for example by means of an e-mail.
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Step 3: The Internet user communicates his/her linguistic evaluation judge-
ments to the collaborative recommender system, rcy , y = 1, ...,#(DU), rcy ∈ S.
Step 4: The collaborative recommender system recalculates the linguistic recom-
mendations of set of documents DU by aggregating again the opinions provided
by other users together with those provided by the Internet user. This can be
done using the 2-tuple aggregation operator xe. Then, given a chosen document
dU

y ∈ DU that receives a recommendation or evaluation judgement rcy from
the Internet user, and supposing that in the collaborative recommender system
there exists a set of stored linguistic recommendations {rc1, ..., rcM}, rci ∈ S
associated with dU

y for the information need category Ai, which were provided
by M different users in previous searches, then a new value of recommendation
of dU

y is obtained as RCAi
y = xe[(rc1, 0), ..., (rcM , 0), (rcy, 0)].

4 Concluding Remarks

We have presented a fuzzy linguistic multi-agent model based on collaborative fil-
tering techniques which improves the search processes on the Web and increases
the users’ satisfaction degrees.

In the future, we want to study proposals that allow users to express better
both their information needs, for example, by using multi-weighted queries [13].
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Sonia.Mendoza@imag.fr, Dominique.Decouchant@imag.fr, Alberto.Moran@imag.fr
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Abstract. The PIÑAS Web cooperative environment allows distributed
authors working together to produce shared documents in a consistent
way. The management of shared resources in such an environment raises
important technical issues due to the constraints imposed by Web tech-
nology. An elaborated group awareness function is provided that allows
each author notifying his contributions to other authors, and controlling
the way by which other contributions are integrated into his/her envi-
ronment. In order to support this function, essential to every groupware
application, we designed a self-adaptive cooperative environment. We
propose a new way of structuring Web documents to be considered as
independent resource containers with their corresponding management
context. This representation of information simplifies the design of mech-
anisms to share, modify and update documents and their resources in a
consistent and controlled way. Scenarios are used to motivate the need
for robust mechanisms for the management of shared Web documents
and to illustrate how the extensions presented address these issues.

Keywords: Web document, shared resource, self-adaptive cooperative envi-
ronment, PIÑAS platform, replication and updating.

1 Introduction

Working in the Web distributed environment, users can only consult and/or
produce independent resources (e.g. text, images, audio, video, CGI scripts, ap-
plets, etc.) that are mainly accessible from HTML pages stored on local or re-
mote servers. As all resources are completely independent, their management
is performed following a per resource modification procedure that can generate
undesirable effects, such as references to non-existent resources, duplication of
(possibly costly) resources, unused obsolete resources and incomplete Web pages,
among others. These well known problems come from the fact that it does not
exist a real notion of Web document that keeps together a set of referring and
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referred resources. Consequently, each time a new Web page is created or mod-
ified to be (re)published, many efforts are required by the concerned user (e.g.
webmaster) to manually obtain the correctness of the resource set.

Web document management becomes more complicated when resources are
also referred from documents managed by other users. In fact, links among doc-
uments and resources are unidirectional. This Web characteristic makes impos-
sible, by examining a resource, to know how many local or remote documents
are using it, and consequently to decide if it is still used or if it can be reclaimed
or conserved for later use. The effects of this lacking information can produce
as possible results the “Error 404: Object not found!” for “direct” inaccessible
documents (e.g. HTML pages) or broken representations of them when referring
to renamed, moved or deleted resources (e.g. a GIF image).

Considering these limitations and the problems that arise due to them, this
work aims to propose some mechanisms for providing to a distributed author-
ing group a self-adaptive cooperative environment for managing shared Web
documents and their resources. We start this paper by discussing related work.
Section 3 presents the foundation of this work: the PIÑAS platform. Section 4
introduces the principles underlying our self-adaptive cooperative environment.
Afterwards, Section 5 describes our notion of Web document entity, while Sec-
tion 6 uses scenarios to illustrate some mechanisms for the management of such
an entity.

2 Related Work

Previous work (e.g. [8]) have highlighted the issue of information structuring
on the Web. Nowadays, Web technology allows only one level of structure: a
whole page. However, Web-based cooperative applications incorporate additional
levels, which come from those that recognize directory hierarchies to others that
identify portions of Web pages.

The WebDAV [4] protocol provides basic support for hierarchical organiza-
tions of resources called collections. However, it does not define mechanisms
for sharing resources among multiple collections nor atomic operations on col-
lections. Current work of the WebDAV group is extending the basic collection
functionality to cover up those disadvantages. Nevertheless, the advanced col-
lection functionality does not support resource sharing among collections stored
on different Web sites. By contrast, PIÑAS relies on resource and relationship
replication to allow such a facility.

The ContentSpec [5] project is a document management protocol for use
in combination with Open Hypermedia Systems. Like PIÑAS, it decomposes
Web documents into fragments. An important difference between these two ap-
proaches is that ContentSpec manages individual portions, rather than whole
documents, as its main goal is to address the problem of spending time on
downloading a large multimedia document, when the user is interested in a few
fragments. In contrast with this approach, PIÑAS supports integrated coopera-
tive authoring of fragmented Web documents.
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Lotus Notes [7] is a distributed document-base system that can work on both
a LAN and the Internet. The key data element is known as note that contains a
list of items. A note refers to another by means of a notelink, which identifies the
target note and the database that stores it. In contrast to the PIÑAS approach,
a note may have several sons, but at most one father in a note hierarchy.

3 The PIÑAS Platform

The PIÑAS platform [6] aims at providing support for the development of coop-
erative applications on the Web. More specifically, it has been designed to provide
support for the cooperative authoring of documents on the Web. It provides a
set of services for the identification, naming and management of authors, docu-
ments, resources, sessions, projects, applications and events. These services are
available to cooperative applications through standard interfaces (e.g. HTTP
protocol) and through more specialized interfaces (e.g. proprietary extensions
and conventions to standard protocols). On one hand, “PIÑAS-aware” appli-
cations are capable of requesting these services, thus gaining access to the fea-
tures (e.g. richer contents) of the platform that they are capable to handle. On
the other hand, “non-PIÑAS-aware” applications are capable of requesting ser-
vices using standard interfaces, thus allowing the user to gain access to specific
features, while avoiding sending them information (e.g. proprietary formatting
information) they will not be able to deal with.

3.1 Requirements

For the design of the PIÑAS platform, we identified the following requirements:
the need for pertinent document and resource sharing, availability and consis-
tency. We also identified additional issues that need to be resolved: the need
for author, document and resource identification, development of specific access
mechanisms, access moment specification and access site specification.

To achieve these requirements, we define and use the following mechanisms:
fragmentation, access control, concurrency control, replication, automatic updat-
ing and virtual naming of documents and resources. These mechanisms are de-
veloped and mapped into the system architecture of the PIÑAS platform, which
is further discussed in the following subsection.

3.2 Architecture

The architecture of the PIÑAS platform is based on a three layer distributed
model that integrates key components to provide support for cooperative author-
ing on the Web (see Fig. 1). The upper layer shows that cooperative applications
are built on the top of it. Based on their functional requirements, these appli-
cations use the features provided by this middleware. In the bottom layer, we
can see a set of key basic entities for supporting cooperative authoring. They
are managed by extensible services located in the middle layer.
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Fig. 1. The PIÑAS Platform Architecture

Fig. 1 also shows that a further decomposition of each layer brings up in-
dividual components for managing each one of the following entities: Authors,
Documents and their Resources, Sessions, Projects, Events, Applications and
Group Awareness [6]. In this paper, we focus on the components for document
and resource management.

4 A Self-adaptive Cooperative Environment

In a previous work [2], we presented the first principles of a self-adaptive coop-
erative environment, taking into account the entity space manipulated by the
authors and the set of actions applied to it. In this paper, we propose additional
principles, so that the system is able to analyze the actions of each author, to
discover some related points of interest and to determine both individual and
common goals. The system is designed as an autonomous Group Awareness
Agent (GAA) to allow authors to work more efficiently and productively.

In order to update the author’s self-adaptive cooperative environment, the
GAA periodically evaluates the entity space in parallel with the actions applied
by the author (see Fig. 2). This evaluation is completed by both statistic mea-
sures and analysis of the concurrent interactions. Thus, based on the author’s
access rights on the entity space, the GAA can install dedicated tools in his en-
vironment and make them available according to his/her current activities (e.g.
if George is playing the role of reviewer on document report, the GAA enables
an annotation tool).

The GAA also guides and dynamically adapts the author environment ac-
cording to individual preferences. Thus, the author is able to easily export his
contributions and to integrate other author contributions in a comfortable and
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Fig. 2. The Self-Adaptive Cooperative Environment Principle

simple way. To notify an outgoing event [3], the GAA inspects the author’s
preferences to know if it has to be notified and, if so, when (e.g. immediately).
Symmetrically, before notifying an incoming event, the GAA verifies if the au-
thor is on-line. If so, the GAA inspects the author’s preferences to determine
if the event has to be notified and, if so, when (e.g. as soon as the author is
on-line).

Before presenting how the GAA updates the author’s environment according
to these principles, we present our notion of Web document entity.

5 Towards a New Web Document Entity

Because the GAA is interested in the evolution of the different interrelated enti-
ties that compose the author’s self-adaptive cooperative environment, the man-
agement of them constitutes an unavoidable endeavor. Thus, we propose an
elaborated notion of Web document entity that can be considered as a closure
and a container of resources. This notion is designed to satisfy the following
GAA’s requirements:

Containment consistency- a Web document entity should be treated as a
container of all resources needed and used by the document. In this way, elabo-
rated operations should allow to correctly share, modify, copy, move, rename or
delete it, or its component resources.

Resource sharing- a (possibly costly) resource should be shared among
several Web documents stored on the same site or on different Web sites.
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Relationship integrity- the correctness of relationships among Web doc-
uments and their shared resources should be guaranteed. For example, when
performing a document copy operation on the same site or between different
sites, the user should be ensured that the new created Web document is imme-
diately accessible.

5.1 The Virtual Naming Space

To well manage the Web document entity, we define a virtual naming space which
is fully compatible with the well known URL based system [1]. Thus, existing
standard Web browsers as well as other targeted Web cooperative applications
are able to transparently access the proposed entity.

The author, document and resource names, provided by the user to designate
them, are logical names (e.g. “Jimmy”, “Report” and “Diagram01.gif” in Fig. 3).
A logical name does not contain information allowing to locate the associated
entity in the storage Web base. Thus, correspondences between logical and phys-
ical names are managed by a virtual naming system that is responsible for: 1)
the allocation of new virtual identifiers corresponding to the logical names, and
2) the organization of the associated entities in a hierarchical structure.

Jimmy 129.88.30.2_jimmy_234ac7fc

gif_154.102.3.23_#27

Report

Document ?

Resource ?

Jimmy’s
document base

Author ?

Logical Names

Physical Storage
Location

Virtual Names

Report

Diagram01.gif

154.102.3.34 #3

154.102.3.23 #27

Fig. 3. Virtual Naming Spaces

Each document then defines a virtual naming space in which all its re-
sources are organized and stored. For example, the resource logically named
“Diagram01.gif” corresponds to the entity virtually named “154.102.3.23 #27”
and stored in the file “gif 154.102.3.23 #27”. Each virtual identifier is unique,
not re-allocable and valid for the entity’s life. The correspondances between log-
ical, virtual and physical names are dynamic and user transparent.

5.2 The Document Composition

A self-adaptive environment should allow distributed authors to cooperatively
and independently produce local replicas of shared Web documents even in tem-
porary disconnected mode. In order to support this kind of cooperative work,
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we propose to base the document naming and management on the definition of
a Document Naming Table (DNT) that can be modified on each working site in
an autonomous way:

Adding/Deleting DNT resources- authors can add/delete resources to/
from a shared document using a role-based access control strategy.

Modifying DNT resources- several authors can modify different resources
on the same document following a master/slave policy [6].

Thus, after validation of independently performed modifications, an unifica-
tion principle is followed to obtain a global state of the DNT. For example, the
insertion of the image “Diagram01.gif” in the document “Report” (c.f. Fig. 4),
must be integrated to the local DNT replica as well as to all remote (possibly
modified) DNT replicas. To achieve consistency, an updating mechanism ensures
modification diffusion and merging of DNT replicas.

 DNT 

 "Report" document  

roles

roles

roles

Fig. 4. DNT Based Document Composition

5.3 The PIÑAS Document Manager

A key service for the GAA is the PIÑAS Document Manager. To manage docu-
ment’s components, it uses the services provided by the Resource Manager, the
Proxy Manager and the Relationship Manager. The semantics of operations to
be applied on documents and resources have been defined in terms of contain-
ment [9].

The Resource Manager allows to insert/delete a resource into/from a docu-
ment and to copy/move a resource from a document to another. Also, it is in
charge of creating the resource descriptor in the DNT.

The Proxy Manager is in charge of creating/deleting a resource’s proxy and
moving a proxy from a document to another. A proxy represents an actual re-
source contained in other document that is created when inserting that resource
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into a document. Thus, the notion of proxy allows for saving storage space and
achieving location and attribute independency.

The Relationship Manager allows to create/delete relationships between two
resources, between a proxy and the actual resource it represents, and between
a proxy and the resource that refers to it. This manager implements first-class
relationships as the format for many resources does not have native support for
embedded references.

6 The Group Awareness Agent

After presenting our notion of Web document entity, this section aims at moti-
vating the need for robust mechanisms for the management of such an entity in a
cooperative work context. We use scenarios to illustrate how the GAA updates
the author’s self-adaptive environment, whenever shared and replicated docu-
ments are modified. To achieve its task, the GAA relies on the services provided
by the underlying PIÑAS managers.

Scenario 1: the setup
To begin, let us consider that Jimmy creates and stores documents D0 and

D1 on Web site SA (cf. Fig. 5). Document D0 is composed of two HTML frag-
ments (R0 and R1) and a JPEG image (R2). Fragment R1 refers to image R2.
Document D1 is composed of an HTML fragment (R3) that refers to two GIF
images (R4 and R5). Patty shares Web site SA with Jimmy. She creates doc-
ument D2 which contains two HTML fragments (R6 and R7). George creates
and stores document D3 on Web site SB. Document D3 is composed of two
HTML fragments (R8 and R9). Each document maintains a role-based control
access matrix, which defines the authoring roles granted to each author on each
resource that composes the document.

  D0 

 R9 R8

 D1

 DNT DNT DNT

  D3 

 Site SB  Site SA 

Jimmy

Jimmy GeorgePatty

 George’s base  Patty’s base 

 DNT

 R4

 R1
 R0

 R2

 R3

 R5

 R6
 R7

  D2 
 Jimmy’s base 

Fig. 5. Jimmy, Patty and George authoring independently

Scenario 2: sharing a resource using a single Web site
The present scenario shows how document D1 is shared between Jimmy and

Patty, whose bases are centralized on site SA.
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Let us suppose that Jimmy grants Patty authoring roles on document D1:
she can annotate fragment R3 and modify images R4 and R5. In order to update
Patty’s self-adaptive environment, the Document Manager requests the corre-
sponding managers to create a proxy P0D1 in Patty’s base and to establish a
relationship between document D1 and proxy P0D1. Document D1 is not repli-
cated as Jimmy and Patty bases are stored on the same Web site. Then, the
Document Manager notifies the GAA of such an event, which is put in a queue.
At the moment the event has to be notified, the GAA verifies if Patty is on-line.
Supposing that she is off-line, the GAA stores the event to notify it later.

Next time Patty enters to her self-adaptive environment, the GAA informs
her that Jimmy invites her to contribute to document D1. Sometime later, Patty
inserts image R4 (document D1) into fragment R7 (document D2) and finally
saves document D2. Consequently, the Document Manager requests the corre-
sponding managers to create a proxy P0R4 in the DNT of document D2 and to
establish two relationships: 1) one between resource R7 and proxy P0R4, and 2)
other between proxy P0R4 and resource R4 (cf. Fig. 6).

  D0 

 R9 R8

 D1

 DNT DNT DNT

  D3 

 Site SB  Site SA 

Jimmy

Jimmy

Patty
GeorgePatty

 George’s base  Patty’s base 

 DNT

 R4  P0R4

 1

 2

 R1
 R0

 R2

 R3

 R5

 R6
 R7

  D2 
 Jimmy’s base 

Fig. 6. Patty shares Jimmy’s resource R4

Thus, the self-adaptive cooperative environment allows Jimmy to grant Patty
authoring roles on document D1 while protecting the rest of his base (e.g. doc-
ument D0 and its resources R0, R1 and R2). Likewise, document closure allows
him to share some resources (e.g. R3, R4 and R5) and to deny others. Moreover,
documents D1 and D2, which respectively contain the actual resource R4 and
the proxy P0R4, can be manipulated in a uniform way as the GAA makes the
use of proxies invisible to authors.

Scenario 3: sharing a resource among Web sites
This scenario illustrates how document D1 is shared among Jimmy, Patty

and George, whose bases are distributed on Web sites SA and SB.
Let us consider that Jimmy grants George authoring roles on document D1:

he can annotate fragment R3 and images R4 and R5. In order to update George’s
self-adaptive environment, the Document Manager creates a partial replica of
Jimmy’s base in site SB, which at least contains document D1. Then, the Docu-
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ment Manager notifies the GAA of such an event, which is put in a queue. When
the event has to be notified, the GAA verifies if George is on-line. Considering
that he is on-line, the GAA inspects George’s preferences to determine at which
moment event must be notified. Supposing that he specified to be notified as
soon as possible, the GAA informs him that Jimmy and Patty invite him to
work together on document D1.

Later, George inserts image R4 (document D1) into fragments R8 and R9
(document D3) and finally saves document D3. Thus, the Document Manager
requests the corresponding managers to create a proxy P1R4 in the DNT of
document D3 and to establish three relationships: 1) between resource R8 and
proxy P1R4, 2) between resource R9 and proxy P1R4, and 3) between proxy
P1R4 and resource R4 (cf. Fig. 7).

 R9 R8

  D1   D1 

 DNT  DNT DNT DNT

  D3 

 Site SB 

 Distributed Replicas of R4

 Site SA 

Jimmy

Jimmy

Patty

George

Jimmy

Patty

George

GeorgePatty

 Jimmy’s base  George’s base  Patty’s base 
  D0 

 DNT

 R4  P1R4 P0R4  R4

 R1
 R0

 R2

 R3 R3

 R5

 R6
 R7

 R5

 2

 3

 1

  D2 
 Jimmy’s base 

Fig. 7. Jimmy, Patty and George authoring cooperatively

Because Jimmy’s document D1 is replicated on site SB, an up to date replica
of resource R4 will be always available at George’s site. The Document Manager
automatically maintains consistency between replicas of document D1 stored
on sites SA and SB. All sites are autonomous as direct references to remote
resources never exist.

7 Discussion and Conclusion

In this paper, we proposed some basic mechanisms for providing to distributed
authors a self-adaptive cooperative environment for managing shared Web doc-
uments and their resources. An elaborated group awareness function is achieved
by the GAA, which allows each author notifying his contribution to other au-
thors and controlling the way by which other contributions are integrated into
his environment. To keep such an environment up to date, the GAA relies on
the services provided by the underlying PIÑAS platform.

As the management of shared Web documents raises important technical
issues due to the constraints imposed by Web technology, we presented our
notion of Web Document entity to overcome them. Such an entity is modeled
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as a closure and a container of related resources, on which elaborated functions
can be applied to correctly share, copy, move, rename or delete them. In order
to support these functions, we designed and implemented the PIÑAS Document
Manager, which constitutes a key service for the GAA.

Acknowledgments
This work is supported by: ECOS/ANUIES project M03M01, CONACyT

projects 29729-A and 33067-A, CNRS/CONACyT projects 12411/J200-845 and
15051/J200-1159, and CONACyT and SEP-SESIC/UABC with scholarships
118380 and grant P/PROMEP: UABC-2000-08 respectively provided to the first
and forth authors.

References

1. T. Bernes-Lee, R. Cailliau, A. Luotonen, H. Frystyk Nielsen and A. Secret, The
World Wide Web, Communications of the ACM 37(8), pp. 76-82, August 1994.

2. D. Decouchant and A. M. Mart́ınez, A Cooperative, Deductive, and Self-Adaptive
Web Authoring Environment, In Proc. of MICAI’2000: Advances in Artificial In-
telligence, The Mexican International. Conference on Artificial Intelligence, pp.
443-457, Lecture Notes in Artificial Intelligence, no 1793, Springer Verlag, Aca-
pulco (Mexico), 11-14 April 2000.

3. D. Decouchant, A. M. Mart́ınez, J. Favela, A. L. Morán, S. Mendoza and S. Jafar, A
Distributed Event Service for Adaptive Group Awareness, In Proc. of MICAI’2002:
Advances in Artificial Intelligence, The Mexican International Conference on Ar-
tificial Intelligence, pp. 506-515, Lecture Notes in Artificial Intelligence, no 2313,
Springer Verlag, Merida (Mexico), 22-26 April 2002.

4. Y. Y. Goland, E. J. Whitehead Jr., A. Faizi, S. R. Carter and D. Jensen, HTTP Ex-
tensions for Distributed Authoring - WebDAV, RFC 2518, Microsoft, U. C. Irvine,
Netscape and Novel, February 1999.

5. J. Griffiths, S. Reich and H. C. Davis, The ContentSpec Protocol: Providing Doc-
ument Management Services for OHP, In Proc. of the 5th Workshop on Open
Hypermedia Systems, ACM Hypertext’99 Conference, pp. 29-33, Darmstadt (Ger-
many), 21-25 February 1999.

6. A. L. Morán, D. Decouchant, J. Favela, A. M. Mart́ınez, B. Gonzalez Beltrán and S.
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Abstract. Computer intrusion detection is to do with identifying com-
puter activities that may compromise the integrity, confidentiality or
the availability of an IT system. Anomaly Intrusion Detection Systems
(IDSs) aim at distinguishing an abnormal activity from an ordinary one.
However, even in a moderate site, computer activity very quickly yields
Giga-bytes of information, overwhelming current IDSs. To make anomaly
intrusion detection feasible, this paper advocates the use of Rough Sets
previous to the intrusion detector, in order to filter out redundant, spu-
rious information. Using rough sets, we have been able to successfully
identify pieces of information that succinctly characterise computer ac-
tivity without missing chief details. The results are very promising since
we were able to reduce the number of attributes by a factor of 3 resulting
in a 66% of data reduction. We have tested our approach using BSM log
files borrowed from the DARPA repository.

1 Introduction

Computer intrusion detection is concerned with studying how to detect computer
attacks. A computer attack, or attack for short, is any activity that jeopardises
the integrity, confidentiality or the availability of an IT system. An attack may
be either physical or logical. There exists a number of Intrusion Detection Sys-
tems (IDSs); based on the detection scheme they belong to either of two main
categories: misuse-detection and anomaly-detection IDSs.

Misuse-Detection IDSs aim to detect the appearance of the signature of a
known attack in a network traffic. While simple, misuse-detection IDSs do not
scale up, both because they are useless to unknown attacks and because they
are easily cheated upon an attack originating from several sessions.
� This research is supported by three research grants CONACyT 33337-A, CONACyT-
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To get around this situation, anomaly-detection IDSs count on a charac-
terisation of ordinary activity and use it to distinguish it from an abnormal
one [1]. However, normal and abnormal behaviour differ quite subtly and hence
are difficult to put apart. To compound the problem, there is an infinite number
of instances of both normal and abnormal activity. Even in a moderate site,
computer activity very quickly yields Giga-bytes of information, overwhelming
current IDSs.

This paper aims to make anomaly-based intrusion detection feasible. It ad-
dresses the problem of dimensionality reduction using an attribute relevance
analyser. We aim to filter out redundant, spurious information, and significantly
reduce the number of computer resources, both memory and CPU time, required
to detect an attack. We work under the consideration that intrusion detection
is approached at the level of execution of operating system calls, rather than
network traffic. So our input data is noiseless and less subject to encrypted at-
tacks. In our reduction experiments, we use BSM log files [2], borrowed from the
DARPA repository [3].

A BSM log file consists of a sequence of system calls. Roughly, Sun Solaris
involves about 240 different system calls, each of which takes a different number
of attributes. The same system call can even take distinct attributes in separate
entries. This diversity in the structure of a BSM log file gets in the way for a
successful application of data mining techniques. Entries cannot be easily stan-
dardized to hold the same number of attributes, unless extra attributes are given
no value. This lack of information rules out the possibility of using classical data
mining techniques, such as ID3 [4] or GINI [5]. Fortunately, rough sets [6] work
well under diverse, incomplete information.

Using rough sets, we have been able to successfully identify pieces of informa-
tion that succinctly characterise computer activity without missing chief details.
We have tested our approach using various BSM log files of the DARPA reposi-
tory. More precisely we used 8 days out of 25 available from 1998 as our training
data. The results we obtained show that we need less than a third part of the 51
identified attributes to represent the log files with minimum loss of information.

This paper is organized as follows: in section 2 we briefly overview the impor-
tance of Intrusion Detection Systems and the problem of information managing.
Section 3 is a brief introduction to the Rough Set Theory especially the parts
used on the problem of dimensionality reduction. In section 4 we describe the
methodology of our experiments. Section 5 describes our experimental results.
Finally some conclusions are discussed in section 6.

2 Information Managing in Intrusion Detection Systems

An anomaly-based IDS relies on some kind of statistical profile abstracting out
normal user behaviour. User actions may be observed at different levels, rang-
ing from system commands to system calls. Any deviation from a behaviour
profile is taken as an anomaly and therefore an intrusion. Building a reliable
user profile requires a number of observations that can easily overwhelm any
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IDS [7], making it necessary to narrow the input data without loosing important
information. Narrowing input data yields the additional benefit of alleviating
intrusion detection. Current reduction methods, as shown below, eliminate im-
portant information getting in the way for effective intrusion detection.

2.1 Attribute Reduction Methods

Log files are naturally represented as a table, a two dimensional array, where
rows stand for objects (in our case system calls) and columns for their attributes.
These tables may be unnecessarily redundant. The problem of reducing the rows
and columns of a table, we respectively call object reduction and attribute reduc-
tion. To the best of the authors’ knowledge, the attempts to reduce the number
of attributes prior to clustering have been few while this is still a big concern as
there might be unnecessary attributes in any given source of information.

Lane et al have suggested an IBL technique for modeling user behavior [8, 9],
that works at the level of Unix user commands. Their technique relies upon an
arbitrary reduction mechanism, which replaces all the attributes of a command
with an integer representing the number of that command’s attributes (e.g. cat
/etc/password /etc/shadow > /home/mypasswords is replaced by cat <3>).
According to [8, 9], this reduction mechanism narrows the alphabet by a factor
of 14, but certainly at the cost of loosing chief information. This is because
the arguments cannot be put away if a proper distinction between normal and
abnormal behavior is to be done. For example, copying the password files may
in general denote abnormal activity. By contrast our method keeps all these
attributes as they are main discriminants between objects and thus an important
source of information.

Knop et al have suggested the use of correlation elimination to achieve at-
tribute reduction [10]. Their mechanism uses a correlation coefficient matrix to
compute statistical relations between system calls. 4. These relations are then
used to identify chief attributes. Knop et al ’s mechanism relies upon an numeri-
cal representation of system call attributes to capture object correlation. Since a
log file consists of mainly a sequence of strings, this representation is unnatural
and a source of noise. It may incorrectly relate two syntactically similar system
calls with different meaning. By comparison, our method does not relies on corre-
lation measures but in data frequency which is less susceptible to representation
problems.

2.2 Object Reduction Methods

Most object reduction methods rely on grouping similar objects according to
their attributes. Examples of such methods are the Expectation-Maximization
procedure used by Lane et al [8, 9] and an expert system based grouping method
developed by Marin et al [12]. The more information we have about the objects

4 Knop et al ’s method resembles Principal Component Analysis [11]
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the more accurate the grouping will be. This comes with a computational over-
head, the more attributes we use to make the grouping the more computationally
intense the process becomes. All these methods can benefit from our work since
a reduction previous to clustering can reduce the number of attributes needed
to represent an object, therefore reducing the time needed to group similar ones.

In general attribute reduction method are not directly capable of dealing with
incomplete data. These methods rely on the objects having some value assigned
for every attribute and a fixed number of attributes. In order to overcome these
problems the use of another method is proposed, Rough Set Theory. Even though
the Rough Sets Theory has not been widely used in dimensionality reduction for
security logs, its ability to deal with incomplete information (one of the key
features of Rough Sets) makes it very suitable for our needs since entries in a
log do not have the same attributes all the time. This completes our revision of
related work. Attention is now given to describing Rough Sets.

3 Dealing with Data Imperfection

In production environments, output data are often vague, incomplete, incon-
sistent and of a great variety, getting in the way of its sound analysis. Data
imperfections rule out the possibility of using conventional data mining tech-
niques, such as ID3, C5 or GINI. Fortunately, the theory of rough sets [6] has
been specially designed to handle these kinds of scenarios. Same as in fuzzy logic,
in rough sets every object of interest is associated with a piece of knowledge in-
dicating relative membership. This knowledge is used to drive data classification
and is the key issue of any reasoning, learning, and decision making.

Knowledge, acquired from human or machine experience, is represented as
a set of examples describing attributes of either of two types, condition and
decision. Condition attributes and decision attributes respectively represent a
priori and a posteriori knowledge. Thus, learning in rough sets is supervised.

Rough sets removes superfluous information by examining attribute depen-
dencies. It deals with inconsistencies, uncertainty and incompleteness by impos-
ing an upper and an lower approximation to set membership. Rough sets esti-
mates the relevance of an attribute by using attribute dependencies regarding a
given decision class. It achieves attribute set covering by imposing a discernibility
relation. Rough set’s output, purged and consistent data, can be used to define
decision rules. A brief introduction to rough set theory, mostly based on [6],
follows.

3.1 Rough Sets

Knowledge is represented by means of a table, so-called an information system,
where rows and columns respectively denote objects and attributes. An infor-
mation system, A, is given as a pair A = (U, A), where U is a non-empty finite
set of objects, the universe, and A is a non-empty finite set of attributes.
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A decision system is an information system that involves at least (and usu-
ally) one decision attribute. It is given by A = (U, A ∪ {d}), where d �∈ A is
the decision attribute. Decision attributes are often two-valued. Then the in-
put set of examples is split into two disjoint subsets: positive and negative. An
element is in positive if it belongs to the associated decision class and is in neg-
ative otherwise. Multi-valued decision attributes give rise to pairwise, multiple
decision classes. A decision system expresses our knowledge about a model. It
may be unnecessarily redundant. To remove redundancies, rough sets define an
equivalence relation up to indiscernibility. Let A = (U, A) be an information
system. Then, every B ⊆ A yields an equivalence relation up to indiscernibility,
INDA(B) ⊆ (U × U), given by:

INDA(B) = {(x, x′) : ∀a ∈ B. a(x) = a(x′)}
A reduct of A is the least B ⊆ A that is equivalent to A up to indiscernibility. In
symbols, INDA(B) = INDA(A). Then the attributes in A − B are considered
expendable. An information system typically has many subsets B. The set of all
reducts in A is denoted RED(A).

An equivalence splits the universe, allowing us to create new classes, also
called concepts. A concept that cannot be completely characterised gives rise to
a rough set. A rough set is used to hold elements for which it cannot be definitely
said whether or not they belong to a given concept. For the purpose of this paper
reducts is the only concept that we need to understand thoroughly. We will now
explore two of the most used reduct algorithms.

3.2 Reduct Algorithms

First we need to note that currently the algorithms supplied by the Rosetta
library (which is described in 3.3) support two types of discernibility: i)Full : In
this case the reducts are extracted relative to the system as a whole. With the
resulting reduct set we are able to discern between all relevant objects. ii)Object :
This kind of discernibility extract reducts relative to a single object. The result
is a set of reducts for each object in A. We are mainly interested in two reduct
extraction algorithms supplied by the Rosetta library, Johnson’s Algorithm and
Genetic Algorithm.

Johnson’s algorithm implements a variation of a simple greedy search
algorithm as described in [13]. This algorithm extracts a single reduct and not a
set like other algorithms. The reduct B can be found by executing the following
algorithm where S is a superset of the sets corresponding to the discernibility
function gA(U) and w(S) is a weight function assigned to S ∈ S (Unless stated
otherwise the function w(S) denotes cardinality): i)B = ∅, ii)Select an attribute
a that maximizes

∑
w(S)|∀S, a ∈ S, iii)Add a to B, iv)Remove S|a ∈ S from

S, v)When S = ∅ return B otherwise repeat from step ii.
Approximate solutions can be provided by leaving the execution when an ar-

bitrary number of sets have been removed from S. The support count associated
with the extracted reduct is the percentage of S ∈ S : B ∩S �= ∅, when comput-
ing the reducts a minimum support value can be provided. This algorithm has
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the advantage of returning a single reduct but depending on the desired value
for the minimal support count some attributes might be eliminated. If we use a
support of 0% then all attributes are included in the reduct, if we use a value of
100% then the algorithm executes until S = ∅.

The Genetic Algorithm described by Øhrn and Viterbo in [14] is used to
find minimal hitting sets. The algorithm’s fitness function is presented below. In
the function S is the multi-set given by the discernibility function, α is a weight-
ing between subset cost and the hitting fraction, and ε is used for approximate
solutions.

f(B) = (1 − α) × cost(A) − cost(B)
cost(A)

+ α × min

{
ε,

|[S ∈ S]|S ∩ B �= ∅|
|S|

}

The subsets B of A are found by an evolutionary search measured by f(B),
when a subset B has a hitting fraction of at least ε then it is saved in a list. The
size of the list is arbitrary. The function cost specifies a penalty for an attribute
(some attributes may be harder to collect) but it defaults to cost(B) = |B|. If
ε = 1 then the minimal hitting set is returned. In this algorithm the support
count is the same as in Johnson’s algorithm.

3.3 Rosetta Software

The Rosetta system is a toolkit developed by Alexander Øhrn [15] used for
data analysis using Rough Sets Theory. The Rosetta toolkit is conformed by a
computational kernel and a GUI. The main interest for us is the kernel which
is a general C++ class library implementing various methods of the Rough Set
framework. The library is open source thus being modifiable by the user. Anyone
interested in the library should refer to [15].

In the next section we will see the application of Rough Sets to the problem
of dimensionality reduction in particular attribute reduction and our results in
applying this technique.

4 Rough Set Application to Attribute Reduction

This section aims to show how rough sets can be used to find the chief attributes
which ought to be considered for session analysis. By the equivalence up to
discernibility (see section 3.1), this attribute reduction will be minimal with
respect to content of information.

Ideally, to find the reduct, we would just need to collect together as many
as possible session logs and make Rosetta to process them. However this is
computationally prohibitive since one would require to have an unlimited amount
of resources, both memory and CPU time. To get around this situation, we ran a
number of separate analysis, each of which considers a session segment, and then
collected the associated reducts. Then, to find the minimum common reduct, we
performed an statistical analysis which removes those attributes that appeared
least frequently. In what follows, we elaborate on our methodology to reduct
extraction, which closely follows that outlined by Komorowski [6].
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4.1 Reduct Extraction

To approach reduct extraction, considering the information provided by the
DARPA repository, we randomly chose 8 logs (out of 25), for the year 1998,
and put them together. Then the enhanced log was evenly divided in segments
of 25,000 objects, yielding 365 partial log files. For each partial log file, we made
Rosetta extract the associated reduct using Johnson’s algorithm and selecting a
100% support count (see Section 3.2).

After this extraction process, we sampled the resulting reducts and using
an frequency-based discriminant, we constructed a minimum common reduct
(MCR). This MCR is so that it keeps most information of the original data
minimizing the number of attributes. The largest reduct in the original set has
15 attributes and our minimum common reduct has 18 attributes. This is still a
66.66% reduction in the number of attributes. The 18 chief attributes are shown
below:

Access-Mode
Owner
Owner-Group
File-System-ID
inode-ID

device-ID
arg-value-1
arg-string-1
arg-value-2
arg-value-3

exec-arg-1
Socket-Type
Remote-IP
Audit-ID
Effective-User-ID

Effective-Group-ID
Process-ID
System-Call

Before concluding this section, we report on our observations of the perfor-
mance of the algorithms found in Rosetta, namely Johnson’s algorithm and the
genetic algorithm based reduction mechanism.

4.2 Algorithm Selection

Previous to reduct extraction, we tested on the performance of the two Rosetta
reduction algorithms, in order to find which is the most suitable to our work.
Both reduction algorithms (see section 3.2) were made find a reduction with 25
log files. Log files were selected considering different sizes and types of sessions.
A minimum common reduct set containing 14 attributes was obtained after the
25 extraction processes. This amounts to a reduction of 72.5% in the number of
attributes. In general, both algorithms yielded similar total elapsed times. Some-
times, however, Johnson’s algorithm was faster. As expected, the total elapsed
time involved in reduct extraction grows exponentially with the number of ob-
jects to be processed. For a 1,000 object log file the time needed to extract the
reduct is 3 seconds and for a 570,000 is 22 hours. Also the size of the reduct
increases according to the diversity of the log. For a 1,000 object log long, we
found a reduct of 8 attributes, while for a 570,000 one, we found a reduct of 14
attributes.

However, for longer log files, the instability of the genetic algorithm based
mechanism become apparent. Our experiments show that this algorithm is un-
able to handle log files containing more than 22,000 objects, each with 51 at-
tributes. This explains why our experiments only consider Johnson’s algorithm.
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Even though the algorithms accept indiscernibility decision graphs (that is
relations between objects) we did not use them, both because we wanted to keep
the process as unsupervised as possible and because in order to build the graphs
we needed to know in advance the relation between the objects which is quite
difficult even with the smaller logs with 60,000 objects. In the next section we
will review our experimental results to validate the resulting reducts.

5 Reduct Validation — Experimental Results

This section describes the methodology used to validate our output reduct, the
main contribution of this paper. The validation methodology basically appeals
to so-called association patterns.

An association pattern is basically a pattern that, with the help of wild-
cards, matches part of an example log file. Given both a reduct and a log file,
the corresponding association patterns are extracted by overlaying the reduct
over that log file, and reading off the values [15]. Then the association pat-
terns are compared against another log to compute how well they cover that
log file information. Thus, our validation test consists of checking the quality
of the association patterns generated by our output reduct, considering two log
files. The rationale behind it is that the more information about the system the
reduct comprehends the higher the matching ratio the association patterns of
that reduct will have.

To validate our reduct, we conducted the following three step approach. For
each one of the 8 log files considered through our experiments, i) use the output
reduct to compute the association patterns, ii) cross validate the association
patterns against all of the log files, including the one used to generate them and
iii) collect the results. Our validation results are summarized in Table 1. The
patterns contain only relations between attributes contained in the final reduct
set. A set of patterns was generated from each log file.

Training Testing log
Log A B C D E F G H

A 93.7 89.7 90.8 90.3 90.9 91.1 89.9 90.9

B 90.9 93.1 91.2 91.3 90.9 92.4 91.4 90.1

C 90.2 90.8 92.8 90.7 92.1 90.1 90.6 91.0

D 90.3 89.3 91.3 93.1 91.5 90.5 92.9 91.1

E 89.8 89.1 92.2 92.3 93.4 89.9 92.1 90.1

F 89.7 89.3 91.4 92.8 90.7 92.9 92.3 90.8

G 89.2 90.3 91.5 92.6 91.2 90.7 93.1 90.6

H 90.1 89.5 91.2 91.3 90.8 90.2 90.9 92.5

Size 744,085 2,114,283 1,093,140 1,121,967 1,095,935 815,236 1,210,358 927,456

Table 1. Covering % of the Association Patterns
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These association patterns are able to describe the information system to
some extent. That extent is the covering percentage of the patterns over the
information system. The first column indicates the corresponding log file used
to generate the association patterns. The first row indicates the log file used
to test the covering of the pattern. In contrast if we were to generate a set of
patterns using all attributes, then those patterns will cover 100% of the objects
in the table that generated them. The result is the percentage of objects we were
able to identify using the attributes in our reduct.

These experiments were conducted on a Ultra Sparc 60 with two processors
running Solaris 7. Even though it is a fast workstation the Reduct algorithms
are the most computational demanding in all the Rough Set Theory. The order
of the reduction algorithms is O(n2) with n being the number of objects. With
700,000 an overhead in time was to be expected.

Calculating the quality of the rules generated with the extracted reducts is
also time consuming. The generation of the rules took 27 hours (we used the
larger tables to generate the rules) and another 60 hours to calculate the quality
of the generated rules. In order to test the rules with another table we needed to
extend the Rosetta library, that is because of the internal representation of data
depends on the order an object is imported and saved on the internal dictionary
of the table (every value is translated to a numerical form). The library has
no method for importing a table using the dictionary from an already loaded
table. To overcome the above deficiencies we extended the Rosetta library with
an algorithm capable of importing a table using a dictionary from an already
loaded table. This way we were able to test the rules generated in a training set
over a different testing set. We also tested the rules upon the training set.

In the end the quality of the reduction set is measured in terms of the dis-
cernibility between objects. If we can still discern between two different objects
with the reduced set of attributes then the loss of information is said to be
minimal. Our goal was to reduce the number of attributes without loosing the
discernibility between objects, so more precise IDSs can be designed. The goal
was achieved.

Even though the entire reduct extraction process is time consuming, it only
needs to be done once and it can be done off-line. There is no need for live data,
the analysis can be done with stock data. Once the reduct is calculated and its
quality verified we can use only the attributes we need thus reducing the space
required to hold the logs and the time used processing them to make a proper
intrusion detection. The last section of this paper present our conclusions and
projected future work.

6 Conclusions and Future Work

Based on our results we identified the chief attributes of a BSM log file without
sacrificing discernibility relevant information. With growing amount of informa-
tion flowing in an IT system there was a need for an effective method capable
of identify key elements in the data in order to reduce the amount of memory
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and time used in the detection process. The method is expected to produce
similar results if applied to different multi-variable log files. Our results prove
that Rough Sets provide such a method. As future work we will experiment on
object reduction to facilitate even more the detection task. So far the reduction
obtained should be sufficient to explore intrusion detection methods that are
computational intensive and were prohibitive.
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Abstract. The article presents a method for computing maximally gen-
eral minimal length probabilistic decision rules from probabilistic deci-
sion tables using the idea of decision matrices. The method reduces the
problem of rule computation to the problem of identification of prime
implicants of a suitably defined Boolean function. The presentation is
developed in the context of the variable precision rough set model, which
underlies the methodology of probabilistic decision table acquisition from
data. A computational example is included to illustrate the application
of the method to a real-life problem.

1 Introduction

One of the fundamental tasks of data mining systems is identification of poten-
tially interesting or useful patterns in data referred to as probabilistic rules [17]
(the term ”association rules” [18] has also been used in recent years). In general,
the probabilistic rules are statements of the form if (input conditions) then (re-
sult condition) with the associated probabilistic confidence factor P . The rule
of this kind specifies the likelihood of the occurrence of the result condition
on an object e from the universe of interest U , given that it satisfies all in-
put conditions. The likelihood is given by the conditional probability estimate
P (result condition|input conditions), which is typically computed from avail-
able data. For example, a probabilistic rule might state, in reference to a car
engine condition, that if (oil pressure = low and engine vibrations = high and
operating temperature = high) then (engine failure = yes) with probability 0.85.

The probabilistic rules are important in many applications involving decision
making or predictions, including data mining, machine learning, expert systems
etc. The first methods for computing probabilistic rules from data were developed
and implemented in the context of rough set theory in 1980’s [17], followed by
algorithms specifically oriented to deal with some classes of data mining tasks,
such as, for example, the ”a priori” algorithm [18]. Some of these algorithms
perform constrained search for rules, while others are concerned with finding a
”locally minimal cover” subset of all minimal length probabilistic rules [3][12][14]
[6][15][16]. Although the latter approach was proven efficient and satisfactory
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for many applications, particularly in the context of machine learning, many
potentially useful or interesting rules were missed. Consequently, for data mining
applications, there is a need to compute all potentially interesting rules rather
than focusing on a specific subset of them.

In the framework of rough set theory[6], special interest has been devoted
to maximally general, or minimal length rules (minimal rules), which minimize
number of input conditions subject to satisfaction of a confidence requirement. In
particular, deterministic minimal rules have the implied confidence requirement
equal to 1. Algorithms for computing all minimal deterministic decision rules
involve applying the ideas of decision matrices or discernibility matrices [2][4].
However, in data mining problems deterministic rules occur rather infrequently,
restricting the practical applicability of the algorithms to very specific problems.
To deal with this issue, we present extended methodology for computation of
all minimal length probabilistic rules via decision matrices [4]. In the extended
methodology, derived in the framework of Variable Precision Model (VPRSM)
of rough sets [8][5] [9][7], all minimal length probabilistic rules are computed,
subject to the satisfaction of the minimum confidence requirement.

The paper is organized as follows. In the next section, we introduce the basic
concepts of the VPRSM and of probabilistic decision tables [10]. This is followed
by the introduction of decision matrices, decision functions and of the primary
rule computation algorithm referred to as MINRUL-PROB. Finally, we present a
comprehensive example of the application of the presented method to insurance
company data [1] [11].

2 Basics of the Variable Precision Rough Set Model

The VPRSM, as well as the basic rough set model introduced by Pawlak, is de-
veloped within the context of a universe of objects of interest U , for example, the
universe might be the collection of patients, sounds, web pages etc. It is assumed
that objects are represented in terms of some observable properties belonging to
finite domains. Such properties are referred to as attributes. Formally, the at-
tributes are finite-valued functions assigning unique attribute values to objects,
i.e. each attribute is a mapping a : U → Dom(a), where Dom(a) is attribute a
domain.

We will divide the attributes into two categories:

• The set of condition attributes a ∈ C, representing the ”input” information
about objects, that is information that we are able to obtain with avail-
able means, for example from sensors. This information is typically used in
developing model for predicting the values of decision attributes d ∈ D.

• The decision attributes d ∈ D, representing the classification target, for
example, a medical diagnosis in a clinical application. It can be assumed,
without loss of generality, that there is only one binary-valued decision at-
tribute d with two values vd1 and vd0 , which are dividing the universe into
two sets: set X representing our prediction target ( vd1) and its complement
U − X (vd0).
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The VPRSM assumes the knowledge of an equivalence relation, called the indis-
cernibility relation, IND(C) ⊆ U ⊗U with finite number of equivalence classes,
that is defined according to identity of values of the condition attributes C. Ob-
jects in each equivalence class of IND(C) have identical values of the condition
attributes. Based on size and frequency distribution information within each
equivalence class (also called a C-elementary set) E of the relation IND(C), we
can estimate the following two probabilistic measures:

• The probability P (E) of the elementary set, which is typically estimated
based on data by P (E) = card(E′)

card(U ′) , where card denotes set cardinality and
U ′ ⊆ U , E′ ⊆ E are respective finite subsets of the universe corresponding
to the available collection of sample data.

• The conditional probability P (X |E), which represents the likelihood of an
event that an object belonging to the C-elementary set E would also belong
to the set X . The conditional probability P (X |E) is typically estimated by
calculating the relative degree of overlap between sets X and E, that is
P (X |E) = card(X′∩E′)

card(E′) , where X ′ ⊆ X , E′ ⊆ E are finite subsets of the
universe.

Each C-elementary set E is represented by a set of attribute-value pairs with
attributes belonging to C, values of which are common on all objects in the set
E. We will refer to such a set of attribute-value pairs as a description of the
elementary set E. It is formally defined as

des(E) = {(a, a(e)) : a ∈ C, e ∈ E} (1)

where a(e) is a value of the attribute a on object e ∈ U .
For example, Table 2 illustrates the classification of a domain U of driver

records, as provided by an insurance company [1], in terms of the condition
attributes C = {C1, C2, C3, C4, C5}. Among other things, the table specifies
descriptions of all elementary sets as combinations of values of the attributes, the
probability of each elementary set P (E) and conditional probabilities P (X |E)
with respect to the target subset X .

The frequency distribution information represented by the probability esti-
mates can be used to construct generalized rough approximations of the target
subset X ⊆ U . The defining criteria are expressed here in terms of conditional
probabilities and of the prior probability P (X) of the set X in the universe U .
Two precision control or probabilistic significance criteria parameters are used
[13].

The first parameter, referred to as the lower limit l, satisfying the constraint
0 ≤ l < P (X) < 1, represents the highest acceptable degree of the conditional
probability P (X |E) to include the elementary set E in the negative region of the
set X . In other words, the l-negative region of the set X, NEGl(X) is defined
as

NEGl(X) = ∪{E : P (X |E) ≤ l} (2)

The l-negative region of the set X is a collection of objects for which the probabil-
ity of membership in the set X is significantly lower than the prior probability
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P (X), that is, the membership probability in the absence of any information
about objects of the universe U .

The second parameter, referred to as the upper limit u, satisfying the con-
straint 0 < P (X) < u ≤ 1, defines the u-positive region of the set X. The upper
limit reflects the least acceptable degree of the conditional probability P (X |E)
to include the elementary set E in the positive region, or u-lower approximation
of the set X . The u-positive region of the set X , POSu(X) is defined as

POSu(X) = ∪{E : P (X |E) ≥ u}. (3)

The u-positive region of the set X is a collection of objects for which the proba-
bility of membership in the set X is significantly higher than the prior probability
P (X).

The objects which are not classified as being in the u-positive region nor in
the l-negative region belong to the (l, u)-boundary region of the set X , denoted
as

BNRl,u(X) = ∪{E : l < P (X |E) < u}. (4)

The boundary is a specification of objects about which it is known that their
associated probability of belonging, or not belonging to the target set X , is not
significantly different from the prior probability P (X).

A table summarizing the probabilistic distribution information along with
the specification of the assignment of each elementary set E to exactly one of
the VPRSM approximation regions is referred to as probabilistic decision table. In
the table, each elementary set E is assigned a unique designation of its VPRSM
approximation region based on the preset values of the probabilistic significance
parameters l and u. An example probabilistic decision table is shown in Table
2. In this table, the abbreviations POS, NEG, BND in the column REGION
denote positive, negative and boundary regions of the target set X respectively.

3 Decision Matrices and Rules

The decision matrix is a systematic summary of all differences between positive
region rows versus all other rows of a decision table. In the process of decision
matrix computation, the positive region rows are compared to all rows belonging
to boundary or negative regions and results of the comparison are summarized
in the matrix form. In the following subsections, we provide a precise definition
of the decision matrix and discuss a decision matrix-based method for com-
putation of probabilistic decision rules. All the definitions and rule computing
methods presented here are general and can be used to deal with multiple-valued
attributes. If there are more than two values of the decision attribute then the
original problem of n decisions can be decomposed into n binary decision prob-
lems.
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3.1 Decision Matrix

To define decision matrix precisely, let i (i = 1, 2, ...n) be an index numbering
all positive region rows, or equivalently, elementary sets of positive region of the
probabilistic decision table. Similarly, let j (j = 1, 2, ...m) be an index numbering
all remaining rows of the table, corresponding to all remaining elementary sets.

With each pair (i, j) we associate the set of attribute-value pairs

Mij = {(a, a(i)) : a(i) �= a(j) and a ∈ C} (5)

where a(i) is the common value of the attribute a as assigned to all objects
belonging to the corresponding elementary set Ei. The matrix element Mij con-
tains all attribute-value pairs appearing in the description of the elementary set
Ei and which do not appear in the description of the elementary set Ej . That is,
Mij represents the complete information distinguishing elementary sets Ei and
Ej . The distinguishing attribute-value pairs, for different combinations of i and
j, can be summarized in the form of a matrix, referred to as a decision matrix

M = [Mij ]n×m (6)

where n is the number of elementary sets of the positive region of the target
set X and m is the number of elementary sets in the union of boundary and
negative regions of X .

3.2 Decision Functions and Minimal Rules

Each row i, (i = 1, 2, ...n) of the decision matrix can be associated with a Boolean
function called a decision function [4], which is inspired by the idea of a discerni-
bility function introduced in [2]. The decision function Bi is constructed out of
the row i: (Mi1, Mi2, ...Mm) of the decision matrix by formally treating each
attribute-value pair occurring in component Mij as a Boolean variable and then
forming the Boolean conjunction of disjunctions of components belonging to
each set Mij (j = 1, 2..., m). That is,

Bi =
∧
j

∨
Mij (7)

where
∧

and
∨

are respectively the generalized conjunction and disjunction
operators.

In the context of probabilistic decision tables, a rule r with respect to a value
vd1 of the decision attribute d can be represented as a set of attribute-value pairs:

cond(r) = {(ai1 , vi1 ), (ai2 , vi2), ..., (aik
, vik

)} (8)

such that

aij ∈ C, vij ∈ Dom(aij ), { ai1 , ai2 , ..., aik
} ⊆ C (9)
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and
supp(r) =

⋃
{E : des(E) ⊇ cond(r)} ⊆ POSu(X) (10)

The rule support set, supp(r) is a union of all elementary sets whose de-
scription match rule conditions. Traditionally, the rule r can be denoted as an
implication

cond(r) → (d, vd1) or (ai1 = vi1)∧(ai2 = vi2 ),∧...∧(aik
= vik

) → (d, vd1) (11)

According to this notation, the collection of attribute-value pairs occurring
on the left hand side of the rule r is referred to as the rule condition part, denoted
as cond(r). Two rules r1 and r2 are comparable if either cond(r1) ⊆ cond(r2) or
cond(r2) ⊆ cond(r1). The set of rules for d = vd1 is partially ordered with respect
to the relation of inclusion. ¿From the practical perspective, the most important
problem is finding the minimal elements of the partially ordered rule set. The
minimal rules minimize the number of rule conditions subject to constraint (10).
It can be proven [4], that for each positive region elementary set E, all minimal
length rules matching the description of this set correspond to prime implicants
of the decision function, where prime implicant is a minimal conjunction of a
Boolean function variables or their negations, which is logically equivalent to
the function (i.e. its logical value is true only if the function’s value is true).
Consequently, the computation of the rules in the deterministic case can be
reduced to the computation of the prime implicants. This can be accomplished
via symbol manipulation algorithms based on laws of Boolean algebra, such as
distributivity and absorption laws. In addition, the resulting rule sets computed
for each row of the decision matrix have to be combined by set theoretic union
operation to produce complete collection and to eliminate potential duplicates.
In the case of probabilistic rules computed with probabilistic decision tables, the
rules need to be associated with two additional parameters: the rule probability
or strength and the rule confidence factor, as defined below.

Rule r strength, denoted as P (r), is defined as the probability of the rule
support set P (supp(r)), which can be computed directly from the probabilistic
decision table by:

P (r) = P (supp(r)) =
∑

E⊆supp(r)

P (E) (12)

Rule r confidence factor, denoted here as P (d|r), is defined as the conditional
probability of the occurrence of the decision attribute value d(e) = vd1 on an
object e ∈ U , given that the object satisfies rule conditions, that is that des(e) ⊇
cond(r). This probability can also be computed directly from the probabilistic
decision table by:

P (d|r) =

∑
E⊆supp(r) P (E)P (X |E)∑

E⊆supp(r) P (E)
(13)
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Based on the above, we can derive the general procedure for computing all
minimal probabilistic rules for the positive region POSu(X) of the target set
X . The procedure can also be used, after minor adaptation, to compute rules
for other approximation regions of X , or combinations of them. The procedure
requires the construction of the decision matrix for the positive region prior to
the computation of rules. Once the decision matrix was constructed, the core
steps to compute the rules are summarized in the following algorithm.
Algorithm MINRUL− PROB

Step 1. Compute the decision matrix for the positive region POSu(X) of current
decision category X.
Step 2. Compute decision function Bi =

∧
j

∨
Mij for each elementary set

Ei, (i = 1, 2, ..., n) such that Ei ⊆ POSu(X).
Step 3. For each Ei ⊆ POSu(X), (i = 1, 2, ..., n), compute the set of all minimal
rules MINi matching this class description by evaluating and simplifying the
associated decision function Bi to find all its prime implicants.
Step 4. Compute the union

⋃
MINi of minimal rule sets obtained in Step 3

to find all minimal rules for the current decision category.
Step 5. For each rule r, obtained in Step 4:

1. Identify the collection of all elementary sets E whose descriptions match
cond(r), i.e. such that des(E) ⊇ cond(r).

2. Compute rule strength and support coefficients from the probabilistic decision
table according to formulas (13) and (14).

The computational complexity of the algorithm is determined by the method
required for finding prime implicants of the decision functions. The prime im-
plicants can be calculated by using the distributive law of Boolean algebra to
obtain disjunctive form of the Boolean expression and the absorption law to
simplify it. This is of the order O(pq) in the worst case, where p is the number
of attributes and q is the number of elementary sets in boundary and negative
regions. Although this result seems to be discouraging in practical applications,
the actual attribute values are usually obtained via discretization process, which
makes the decision table relatively small. The discretization results in fewer, typ-
ically several, values per attribute. What really matters here is not the size of
the original data, but the size of the decision table representing classes of objects
rather than individual objects.

4 Computational Example

In this section we provide a computational example of the application of the
presented method to real life data provided by an insurance company [1] [11]. The
data consists of 98042 drivers’ records reflecting such information about drivers
as their gender, age, size of the population center they are living in, number
of past driving convictions and accidents and occurrence of an accident in the
most recent year. The data was a subject of a comprehensive study [1] during
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Attribute Code Attribute Domain codes
0 1 2 3 4 5

C1 SEX M F
C2 AGE ≥ 60 ≥ 20, ≤ 59 ≤ 19
C3 CITY SIZE ≥ 180K ≥ 30K ≥ 10K ≥5K < 5K
C4 CONVICTIONS < 2 ≥ 2, ≤ 5 > 5
C5 ACCIDENTS < 2 ≥ 2, ≤ 5 > 5
D HAS ACCIDENT No Yes

Table 1. Driver-Attribute Discretization Criteria

which it was grouped into categories defining the study’s condition attributes, as
summarized in Table 1. The decision attribute is the occurrence of an accident
in the most recent year, represented by HAS ACCIDENT.

For the purpose of this example, the selected target value of the decision
category X was HAS ACCIDENT=No. The prior probability for this decision
category, as estimated from the data, is P (X) = 0.9308. The decision matrix
approach was used to identify all minimal probabilistic rules for this decision
category. Such rules characterize the segment of the population that has sig-
nificantly lower than average incidence of being in accidents. Any increase, or
decrease, of non-accident probability exceeding 5% was considered significant.
Consequently, the significance parameters l and u were selected to be within +,-
5% of the average non-accident probability (the prior probability) of 0.9308, i.e.
l = 0.8819 and u = 0.9319. With these assumptions, the probabilistic decision
table was computed, as shown in Table 2. Each elementary set of the table is
supported by relatively many cases ranging, depending on the set, from 242 to
16745 cases. The positive region rows of the table were numbered with the in-
dex i, while remaining rows were numbered with the index j in preparation for
decision matrix computation.

Following the probabilistic decision table derivation, the decision matrix for
positive region POSu(X) of the target set X was computed. The resulting partial
decision matrix is shown in Table 3. Based on the matrix, the Boolean decision
functions were computed from each row of the matrix. For example, partial
decision function for row 1 is:

((C1, 2)∨(C2, 1))∧(C1, 2)∧((C1, 2)∨(C2, 1))∧((C1, 2)∨(C2, 1)∨(C3, 1))∧ ...

The prime implicants for the decision functions were then computed using
the laws of Boolean logic, which yielded the two implicants:

(C1, 2) and (C2, 1) ∧ (C3, 4)

These implicants correspond to the following two minimal rules:

1. C1 = 2 → HAS ACCIDENT = No, with strength 0.426 and confidence
0.9537;

2. C2 = 1 ∧ C3 = 4 → HAS ACCIDENT = No, with strength 0.0233 and
confidence 0.9540;
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i j C1 C2 C3 C4 C5 P (E) P (X | E) REGION

- 1 1 2 1 1 1 0.0734 0.9031 BND
- 2 1 1 1 1 1 0.0934 0.9022 BND
- 3 1 2 5 1 1 0.0169 0.9177 BND
- 4 1 2 3 1 1 0.0134 0.9214 BND
- 5 1 1 2 1 1 0.0240 0.9228 BND
- 6 1 1 5 1 1 0.1708 0.9294 BND
- 7 1 1 1 2 1 0.0024 0.7934 NEG
- 8 1 2 1 2 1 0.0065 0.8141 NEG
- 9 1 2 5 2 1 0.0082 0.8422 NEG
- 10 1 2 2 1 1 0.0151 0.9100 BND
- 11 1 2 1 1 2 0.0026 0.8157 NEG
- 12 1 1 5 2 1 0.0031 0.8155 NEG
- 13 1 1 3 1 1 0.0235 0.9245 BND
1 - 2 1 1 1 1 0.0760 0.9410 POS
2 - 1 1 4 1 1 0.0125 0.9438 POS
- 14 1 2 4 1 1 0.0073 0.9244 BND
- 15 1 2 5 1 2 0.0030 0.8418 NEG
- 16 1 1 1 1 2 0.0030 0.8362 NEG
- 17 1 1 5 1 2 0.0045 0.8682 NEG
3 - 2 2 1 1 1 0.0649 0.9356 POS
4 - 2 2 5 1 1 0.0809 0.9583 POS
5 - 2 2 3 1 1 0.0113 0.9567 POS
6 - 2 1 5 1 1 0.1243 0.9664 POS
7 - 2 1 4 1 1 0.0108 0.9659 POS
8 - 2 1 2 1 1 0.0189 0.9512 POS
9 - 2 2 2 1 1 0.0128 0.9555 POS
10 - 2 1 3 1 1 0.0201 0.9554 POS
11 - 2 2 4 1 1 0.0060 0.9581 POS

Table 2. Example Probabilistic Decision Table with PX) = 0.9308 and l =
0.8819, u = 0.9319

Each rule has significantly higher confidence than the average probability of
X occurrence. The first rule indicates that females are significantly safer drivers
than males, as it is confirmed in over 40% of sample cases. The second rule
indicates that drivers from smaller population centers and of older age are also
significantly safer than average.

5 Conclusions

The article introduces a new method for computing probabilistic decision rules.
The method is based on the idea of decision matrix derived from probabilistic
decision table. It proves that the rule acquisition from data is not always a search
process, as opposed to what was suggested by some researchers before. In our
approach, the rules are computed by simplifying a Boolean expression and no
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i/j 1 2 3 4 5 ...

1 (C1,2)(C2,1) (C1,2) (C1,2)(C2,1) (C1,2)(C2,1) (C1,2)(C3,1) ...
(C3,1)

2 (C2,1)(C3,4) (C3,4) (C2,1)(C3,4) (C2,1)(C3,4) (C3,4) ...

3 (C1,2) (C1,2)(C2,2) (C1,2)(C3,1) (C1,2)(3,1) (C1,2)(C2,2) ...
(C3,1)

4 (C1,2)(C3,5) (C1,2)(2,2) (C1,2) (C1,2)(C3,5) (C1,2)(C2,2) ...
(C3,5) (C3,5)

5 (C1,2)(C3,3) (C1,2)(C2,2) (C1,2)(C3,3) (C1,2) (C1,2)(C2,2) ...
(C3,3) (C3,3)

6 (C1,2)(C2,1) (C1,2)(C3,5) (C1,2)(C2,1) (C1,2)(C2,1) (C1,2)(C3,5) ...
(C3,5) (C3,5)

7 (C1,2)(C2,1) (C1,2)(C3,4) (C1,2)(C2,1) (C1,2)(C2,1) (C1,2)(C3,4) ...
(C3,4) (C3,4) (C3,4)

8 (C1,2)(C2,1)(C3,2) (C1,2) (C1,2)(C2,1) (C1,2)(C2,1) (C1,2) ...
(C3,2) (C3,2) (C3,2)

9 (C1,2)(C3,2) (C1,2)(C2,2) (C1,2)(C3,2) (C1,2)(C3,2) (C1,2)(C2,2) ...
(C3,2)

10 (C1,2)(C2,1) (C1,2)(C3,3) (C1,2)(C2,1) (C1,2)(C2,1) (C1,2)(C3,3) ...
(C3,3) (C3,3)

11 (C1,2)(C3,4) (C1,2)(C2,2) (C1,2)(C3,4) (C1,2)(C3,4) (C1,2)(C2,2) ...
(C3,4) (C3,4)

Table 3. Partial Decision Matrix

search is involved. The computed rules are optimal in a sense, as they minimize
the number of conditions and maximize the support. In the continuation of the
research, the method will be applied to data mining problems.
Acknowledgments: The research reported in this article was supported in
part by a research grant awarded to the first author by Natural Sciences and
Engineering Council of Canada. Many thanks to Mr. Kwei Aryeetey for preparing
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Abstract. The Deep Web, considered as the amount of built-on-demand
(non pre-built) Web pages has become a very important part of the Web,
not only because of its enormous size (it might considered that it is sig-
nificantly bigger that the Superficial pre-built Web [12]), but because
these Web pages usually contain customized information extracted from
databases according to specific user’s requests. These pages are com-
monly robot-unreachable, usually requiring a login identification process
or filling in some forms. Since pages within the Deep Web must be ob-
tained within a navigation process, it is common that a single URL may
not be enough for reaching them, so full navigation paths need to be
stablished, usually by starting at a well-known URL and following some
links and filling in some forms.
On the other hand, Web Intelligence in a Web client might be consid-
ered as the property of properly combining several distributed data for
solving a specific problem. Automated navigation through the Deep Web
needs intelligence in order to reach relevant data which can be further
computed. Web automated navigation involves both inter-document
and intra-document navigations. Without intelligence at any of these
two, Web clients can not stablish proper Web Navigation paths to those
relevant data.
This article presents an approach to formalize specifications of automated
navigation on the Deep Web. These formalization has been expressed
both graphically and textually in a combination of two languages for
defining intelligent Web navigation behaviours at Web clients. Running
examples of programs developed with these languages have been success-
fully developed and tested on legacy well known Web sites with low cost
and a relatively high robustness.
Keywords: agents, target-oriented Web navigation, deep Web, legacy
Web, Web navigation paths

1 Introduction

The World Wide Web has rapidly expanded as the largest human knowledge
repository. Database managers have found on the Web an easy way to publish
enormous amounts of information anytime anywhere. Personalized Web sites

J. Favela et al. (Eds.): AWIC 2004, LNAI 3034, pp. 125–134, 2004.
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have become commonly used so that users can manage fruitful & dynamic in-
formation within them by just providing a login and a password and navigating
within a customized Web site. Banking accounts, enterprises’ intranets, auction
Web sites, Web mail servers and a huge increasing amount of sites provide cus-
tomized, dynamic and relevant information to their users once they get identified.
However, users usually spend a lot of effort by interacting with these Web sites
with browsers, because relevant information can usually be found disseminated.
Intelligence could be used to properly combine all those Web-disseminated data
and compute final results according to user’s needs.

The W3C Semantic Web initiative [3] tries to solve this by explicitly declaring
semantic descriptions in (typically RDF [16] and OWL [20]) metadata associated
to Web pages and ontologies combined with semantic rules. This way, inference-
enabled agents may deduce which actions (links to be followed, forms to be filled,
...) should be executed in order to retrieve the results for a user’s query.

However, legacy Web sites don’t provide support for Semantic Web tech-
niques. Data not only should be properly extracted. It should also be properly
homogeneized and combined with other heterogeneous relevant data in order to
compute some results. These intelligent combinations might be difficult-to-be-
expressed only with declarative metadata and semantic rules. However, express-
ing intelligence with data combinations within an imperative algorithm might
be powerful enough to perform complex tasks, even though specific imperative
algorithms can be difficultly be reused for other purposes.

2 Navigation Paths

Fortunately, it is possible to build task-oriented Web clients that automate these
tasks for the user [6]. These programs need to automatically select and follow
links and fill in forms emulating a human user behind a browser, but present-
ing only the final results for her, requiring less user’s interactivity. These Web
clients, referred as wrapper agents [5], can be used to automate tasks per-
formed over well known Web sites, specially those involving a large amount of
data or navigation paths which need some steps to be followed. Wrapper agents
are also suitable for data integration across heterogeneous information sources.

Wrapper agents are quite different from search engine robots. Generic robots
have no navigation path to be followed and they navigate through the super-
ficial Web site (prebuilt pages), performing very simple generic tasks, having
rather simple textual data extraction and performing simple computation with
extracted data (mainly database indexation). Wrapper agents, instead, only fol-
low links belonging to a well known navigation path. They might navigate
through Deep Web sites, extracting only relevant data found within that path
with powerful extraction rules and performing ad-hoc computation with those
extracted data. Wrapper agents are useful for developing mediators that com-
bine heterogeneous information from several information sources and automating
complex tasks for the user.
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Navigation paths should intelligently be specified in order to navigation
agents can successfully arrive to relevant data. Navigation paths, in order to be
fully specified should consist on both a inter-document and a intra-document
navigation.

2.1 Inter-document Navigation

Inter-document navigation consists on obtaining from the (Deep) Web all those
relevant documents which are needed to perform a specific task. Inter-document
navigation should be aware to maintain session behaviours (cookies, referrer
header, hidden form fields, dynamic urls, ...) to achieve that server applications
can assimilate HTTP transactions belonging to the same HTTP session. Inter-
document navigation involves both GET and POST HTTP requests as if they
were requested by any human-driven browser.

Not only GET requests are needed to navigate to a well-known URL. Naviga-
tion paths might rarely be modelled as a URL list. Since URLs need to be prop-
erly found during the navigation path, being extracted from previously visited
pages, only the initial URL should be a-priori known. Any other URL for GET or
POST requests must be obtained during navigation, properly maintaining cook-
ies, referrers and any other low level HTTP feature as a browser would do. Most
packages, applications or libraries [2, 23, 1, 15, 13] for developing automated Web
clients have little support for properly managing HTTP session support. How-
ever, we have extended the WebL [9] platform to provide further inter-document
navigation support, specially for forms (hidden form fields, higher level of form
filling) and SSL support.

2.2 Intra-document Navigation

Intra-document navigation consists of deeply analyzing documents retrieved by
inter-document navigation in order to extract any relevant data to be further
computed and intelligently combined with other different data (maybe from
the same document, maybe from others). Intra-document navigation should be
aware to the inherent semi-structured nature of HTML pages, firstly extracting
any relevant data from the page and secondly computing some results. These
results might be a result for the user, a partial/temporal result or just a URL
or query-string that next inter-document navigation step should be aware of.

Data extraction from HTML pages becomes difficult, not only because HTML
pages from different Web sites are rather heterogeneous and have little structura-
tion, but because HTML tags are not very semantically expressive. Metadata
and ontologies are usually desirable to automatically detect the nature of differ-
ent parts of data. However, legacy HTML pages have no such metadata. Even
more, since legacy HTML pages rarely conform to a well defined grammar like
XHTML [14], RDF metadata can difficultly be applied.

Relevant data extraction techniques as regular expressions, SAX [10], DOM
[18], JDOM [8], XSLT [17], XPath [21], XPointer [19] or XQuery [22] have been
successfully applied to XML-ized HTML pages with different effort measures.
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From all of them, XPath has been considered as a data extraction language suit-
able for our platform. Every page obtained from the inter-document navigation
is internally processed by Tidy [11] in order to obtain a equivalent XHTML rep-
resentation. XPath expressions can then safely be evaluated to address relevant
parts of the documents considered as relevant. These parts of the document can
be processed in order to be stored at local repositories, combined with some
other data or simply considered for further inter-document navigation steps.
XPath expressions result much simpler than SAX or DOM-like rules because
XPath expressions provide a single-line, neutral, standard expression suitable
for maintenance when structural changes occur in HTML visited pages. Mainte-
nance cost is very important to be minimized in order to navigation paths can
be properly be followed.

Though most usual data extractions can be safely be computed with XPath
expressions, several data extraction rules might depend on other several ad-
dressing mechanisms, like XPointer’s positions, or XQuery contextualization
variables. For this reason, a new language, based on an extension of a subset
of XPath 2.0 plus several new operators, has been defined. This language, called
XTendedPath, can be safely used for intra-document navigation on mostly any
HTML part of a Web page. Other language, called XPlore, has been defined
for inter-document navigation. XPlore is both a graphical and textual formal-
ism based on the Message Sequence Charts (MSC) [7], a formal method
defined by the ITU (International Telecommunication Union) for specifying be-
haviours in distributed middle-ware systems. Combination of both XPlore (for
inter-document navigation) and XTendedPath (for intra-document navigation)
languages, as described in [4], can be used to express navigation paths to be
surfed in the deep Web. A platform providing execution support for these two
languages has also been implemented and successfully tested.

Once all relevant data are available at structured local repositories, further
computing is often required to be performed over them, like comparisons, ac-
cumulations, re-orderings, or any kind of semantic reasoning which may decide
things like which link should be followed next or whether an information retrieval
process is near from being concluded. Though this computations can be easily
programmed with any imperative programming language, Web site navigation
skills need to be considered as well. XTendedPath is also well suited for defin-
ing user defined behaviours to be performed over data obtained from extraction
rules.

3 Platform Support

XPlore programs are not directly compiled or interpreted as other programming
languages. Though this could be possible, a more effective solution has been
found by translating XPlore programs into well known programming languages
which will indeed implement the required functionality in programmed libraries.
Traducing XPlore programs to almost any programming language, like C or Java,
is not difficult if good support is provided at system libraries. Our current pro-
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totype is able to translate XPlore programs to the WebL programming language
[9]. WebL has been chosen because its good support for HTTP management.
However, translation to other languages could also be possible.

One major lack of our platform nowadays consists in its lack of support
of JavaScript execution. This has been solved by letting assistants to emulate
JavaScript defined behaviour within their own code. This results in a major
development effort, since JavaScript inverse engineering needs to be performed,
though this is not always needed. However, XPlore and XTendedPath expressions
can be easily used to emulate these actions.

4 Commented Example: Yahoo! Mail

A commented example showing XPlore usability is found in this section, where
a graphically designed and implemented program lists messages from Yahoo!
mail spool and deletes messages selected by some simple pattern matching. The
navigation path, as shown at figure 1 starts by a well known URL at Yahoo! for
having access to a mail account. This main page is retrieved from Yahoo! server
through an HTTP GET request and stored as the first step on the navigation
path. P1 variable can be considered as a repository for that page. After P1’s
retrieval, some intra-document navigation needs to be performed in order to
manipulate P1’s form. Two simple XPath expressions can be used to address
form textual fields for login and password input fields and fill them with user
defined data (her user identification). P1’s form is then filled in and a boolean
variable for looping control is initialized with a true value.

Fig. 1. Navigation path at Yahoo!

Next inter-document step involves posting P1’s form. The query-string to
be posted is extracted from P1’s form’s internal representation (the same where
values were filled in by the user). Action’s URL is extracted from P1’s action at-
tribute, as a browser would do. This URL is not hardcoded within the program,
but dynamically extracted from a visited document with intra-document navi-
gation, imitating a browser’s behaviour. Yahoo! Web server receives the POST
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request, and, if identification was OK at Yahoo!, a page containing a Welcome
message is returned and stored at P2 variable at the client side (if a wrong login
and password pair is provided, P2 would be assigned a Retry message). P2 does
not have yet included complete information on our mail inbox, but it contains a
link where this can be obtained. In order to arrive to that page, a link contain-
ing the words Bandeja entrada (mail inbox in English) should be followed. a2
variable addresses such link with a XPath expression. Figure 2 shows the main
XPlore navigation diagram for this task.

Fig. 2. Main XPlore diagram

Next page should be obtained with the URL specified in a2’s href attribute.
By following such link, P3 page is obtained from Yahoo! P3 contains the most
important information about the most recent 25 messages in our incoming mail
box. Relevant data of this page consists of a table containing major information
of messages in our inbox. Figure 3 is a typical visualization window of this page,
when viewed with a browser. The structure of this page is repeatedly used on
any paginated message listing found within Yahoo! mail pages.

Next step in our task consists on printing header information for all incoming
messages within that page. rows3 variable is used to address the list of all mes-
sages declared within that page (as HTML table rows within the central table).
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Fig. 3. Yahoo! Inbox

A simple XPath expression can be safely used to address such rows within the
page. However intra-document navigation does not stop at this level. Every item
in the rows3 message list has a well known and viewable table cell structure
composed of the subject, sender, date, size and other attributes of the message,
being preceded by a checkbox form field which can be used to select the mes-
sage in order to apply some action on it later. Access to the full mail message
might be obtained by following the subject’s link, but for the approach of this
navigation task, P3 contains all needed & relevant information, and this might
easily be printed as the XPlore routine at figure 4 shows.

Fig. 4. Printing mails XPlore diagram
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Once that all mail messages declared at this page have successfully been
addressed by rows3 variable and relevant information of this part of the page has
been printed to the user, we can then call our Deletion routine for removing those
messages selected by some user defined pattern matching. All messages within
the table are contained in a single form, which can easily be addressed by its
name attribute (namely messageList). In order to select messages, several rules
might be defined by different users (depending on which kind of messages they
might be receiving). Anyhow, it is quite common that some kind of user-definable
pattern might be applied. If selectable messages come from the same source and
the have same common words within the subject, they might be selected as
those messages that contain some user defined variables sender and subject as
substrings within the message’s sender and the message’s subject. In order to
delete these messages, they should be properly selected by checking in their own
checkbox and pushing on the Delete button when all selected checkboxes are
properly left checked or unchecked. Figure 5 shows a for-each loop iterating

Fig. 5. Pattern matching deletion XPlore diagram

all messages within the page and checking only those checkboxes of messages
selected by a XPath expression, leaving unchecked other messages. This XPath
expression combines some user defined variables with information parts of the
message and is a clear and simple example of user’s and page’s data integration.
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A boolean flag detecting that at least one message has been selected is set to
a true value to indicate that the main loop should iterate again. This boolean
flag is also finally used to decide whether the Delete button should be pressed
(to delete all selected messages) or not (if no message was selected). Since some
JavaScript code changing this button’s value attribute is invoked at deletion
(in a button’s onclick event), a XPath-based equivalent sentence involving this
behaviour should be executed to update a form field’s value, before posting the
form. When the form is finally posted, a new updated, cleaned, version of P3
is obtained, with previously selected messages deleted. If no message is selected
next, then no action should be performed and navigation should stop.

5 Conclusions

This article has presented some specification and graphical formalisms (MSC and
XPath based) to express inter-document and intra-document navigation paths
which can easily be defined by users that have some experience navigating a
repeatedly used and well-known Web site.

Both inter-document and intra-document navigations are needed to fully
exploit intelligent integration of data within the Deep Web. Wrapper agents
can be easily built according to well defined navigation paths and a well known
task to be performed. Some maintenance effort is needed in order to maintain
these programs operative when changes occur within a Web site affecting a
navigation path. This maintenance requires some a-priori knowledge of the Web
site. Wrapper agents can nearly perform any task on behalf of the user, perhaps
involving data combination from several heterogeneous Web sources.

Intelligent agents navigating a Web site according to metadata might also
perform tasks for the user. However, our experience has found that, if well de-
fined tasks need to be performed over well known Web sites, specific-purpose
wrapper agents result more powerful than any metadata-driven generic technol-
ogy. Metadata expressiveness imply that navigation paths should be built during
navigation according to declarative knowledge within some metadata. In order
to perform very specific tasks over well known Web sites, specific user’s knowl-
edge results cheaper and easy to be modelled if navigation paths are expressed
using our formalisms. Even though an intelligent agent might be clever enough
for properly filling in a specific form like Yahoo’s!, users that already know how
to do that in an efficient and simple manner, would prefer to formally express
navigation paths in a formalism like ours, instead of letting a program try to
guess the procedure.
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<sumo:FactualText rdf:about="#010698-1Lunes"> 
  <sumo:refers rdf:resource="#Cárdenas"/> 
  <sumo:refers rdf:resource="#PNR"/> 
  <sumo:refers rdf:resource="#Tamaulipas"/> 
  <sumo:refers rdf:resource="#1931"/> 
</sumo:FactualText> 
<sumo:Human rdf:about="#Cárdenas"> 
  <sumo:cooccur rdf:resource="#presidente"/> 
  <sumo:cooccur rdf:resource="#PNR"/> 
  <sumo:cooccur rdf:resource="#echar"/> 
  <sumo:cooccur rdf:resource="#mano"/> 
</sumo:Human> 
<sumo:Organization rdf:about="#PNR"> 
  <sumo:cooccur rdf:resource="#presidente"/> 
  <sumo:cooccur rdf:resource="#echar"/> 
  <sumo:cooccur rdf:resource="#mano"/> 
  <sumo:cooccur rdf:resource="#Ersatz"/> 
  <sumo:cooccur rdf:resource="#democracia"/> 
</sumo:Organization> 
<sumo:GeographicArea rdf:about=”#Tamaulipas”> 
  <sumo:cooccur rdf:resource="#gobierno"/> 
  <sumo:cooccur rdf:resource="#subir"/> 
  <sumo:cooccur rdf:resource="#partido"/> 
  <sumo:cooccur rdf:resource="#Partido_Social_Fronterizo"/> 
</sumo: GeographicArea> 
<sumo:TemporalRelation rdf:about="#1931"> 
  <sumo:refers rdf:resource="#echar"/> 
  <sumo:refers rdf:resource="#mano"/> 
  <sumo:refers rdf:resource="#Ersatz"/> 
  <sumo:refers rdf:resource="#democracia"/> 



  <sumo:refers rdf:resource="#vez"/> 
  <sumo:refers rdf:resource="#selección/> 
  <sumo:refers rdf:resource="#candidato"/> 
  <sumo:refers rdf:resource="#gobernador"/> 
</sumo: TemporalRelation > 
<sumo:Verb rdf:about="#echar"></sumo:Verb> 
<sumo:Verb rdf:about="#subir"></sumo:Verb> 
<sumo:Noun rdf:about="#presidente"></sumo:Noun> 
<sumo:Noun rdf:about="#gobierno"></sumo:Noun> 
<sumo:Noun rdf:about="#partido"></sumo:Noun> 
<sumo:Noun rdf:about="# Partido_Social_Fronterizo "></sumo:Noun> 
<sumo:Noun rdf:about="#mano"></sumo:Noun> 
<sumo:Noun rdf:about="#Ersatz"></sumo:Noun> 
<sumo:Noun rdf:about="#democracia"></sumo:Noun> 
<sumo:Noun rdf:about="#vez"></sumo:Noun> 
<sumo:Noun rdf:about="#selección"></sumo:Noun> 
<sumo:Noun rdf:about="#candidato"></sumo:Noun> 
<sumo:Noun rdf:about="#gobernador"></sumo:Noun> 
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Abstract. Over the past few years, there has been a great deal of re-
search on the use of content and links of Web pages to improve the quality
of Web page rankings returned by search engines. However, few formal
approaches have considered the use of search engine logs to improve the
rankings. In this paper we propose a ranking algorithm that uses the logs
of search engines to boost their retrieval quality. The relevance of Web
pages is estimated using the historical preferences of users that appear in
the logs. The algorithm is based on a clustering process in which groups
of semantically similar queries are identified. The method proposed is
simple, has low computational cost, and we show with experiments that
achieves good results.

1 Introduction

A fundamental task of Web search engines is to rank the set of pages returned
to a user’s query in a way such that most relevant pages to the query appear in
the first places of the answer.

Early search engines used similarity measures between queries and text in
Web pages to rank pages. Variations of the vector model [2] were used for this
purpose. However, these approaches did not achieve good results, because the
words in a document do not always capture properties such as semantics, quality,
and relevance of the document, in particular when the size of the Web reached
half a billion pages. A further generation of ranking algorithms appeared in the
late nineties. They take into account not only the text of Web pages, but also Web
hyperlinks. These algorithms explore the fact that links in the Web represent
a source of human annotations about the quality of pages. Between them, the
most popular are Most-Cited [16], PageRank [8], and HITS [7]. Variations of
these algorithms have been described and classified by Lawrence and Giles [9]
and Marendy [11].

Web links, as a source of human annotations for ranking algorithms, have
some drawbacks. First, they are in general made by experts which are the people
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that design Web pages and can place links in the Web. Not always the recommen-
dations of experts are as good as one may think. Frei and Schäuble [5] argue that
opinions of common users are more consistent than the ones of experts. Based on
empirical evidence, Ress and Schultz [13] and Lesk and Salton [10] conclude that
when the opinions of common users are context independent, they do not have
the bias inherent to a group of experts. Second, links do not necessarily reflect
the dynamism of human preferences in the Web. It is natural for older sites to
have more links coming to them than new sites. Web sites that become obsolete
for users may keep links and high ranks in search engines, after long periods
of time. Third, it is not easy to capture meaningful connections between pages
from links. In many cases, Web resources are not oriented to a single subject, in
which cases links represent ambiguous connections whose semantic may not be
clear.

1.1 Problem Statement

Search logs keep track of queries and URL’s selected by users when they are
finding useful data through search engines. Current search engines use search
logs in their ranking algorithms. However, there is not much public information
on the methods they use to do so. The vast majority of ranking algorithms in
research papers consider only text and Web links, and the inclusion of logs in
the equation is a problem scarcely studied.

Algorithms that use logs such as DirectHit3 have appeared on the Web.
They use previous session logs of a given query to compute ranks based on the
popularity (number of clicks) of each URL that appears in the answer to a query.
However, this approach only works for queries that are frequently formulated by
users, because less common queries do not have enough clicks to allow significant
ranking scores to be calculated. For less common queries, the direct hit rating
provides a small benefit. A solution to this problem is to cluster together similar
queries to identify groups of user preferences of significant sizes from which
useful rankings can be derived. This is the approach we present in this paper.
However, there is still little formal research on the different problems that arise
when doing so in the context of web queries. Problems such as the definition of
an adequate notion of similarity for Web search queries, and the design of an
adequate clustering process in this setting are still open.

1.2 Contributions

In this paper we present a ranking algorithm in which the computation of the
relevance of pages is based on historical preferences of other users, registered in
query-logs. The algorithm is based on a new query clustering approach, which
uses a notion of query similarity that overcomes the limitations of previous
notions (see Section 2). In our algorithm, the degree of similarity of two queries
is given by the fraction of common terms in the URL’s clicked in the answers
3 Now Ask Jeeves http://www.askjeeves.com
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of the queries. Our similarity measure allows to capture semantic connections
between queries, that cannot be captured by query words. In addition, the notion
does not yield sparse similarity matrices, which are usually generated by other
notions of query similarity.

Finally, we present an experimental evaluation of the proposed algorithm.
The algorithm is trained with logs from a popular search engine for the Chilean
Web (TodoCL). The results show that our ranking algorithm improves the re-
trieval precision of this search engine.

2 Related Work

Some previous works (e.g. DirectHit, PageRate [4], MASEL [17]) have studied
the problem of using Web logs in ranking algorithms. Click-through data is also
used by search engines to evaluate the quality of changes to the ranking algorithm
by tracking them. Baeza-Yates [1] presents a survey on the use of Web logs to
improve different aspects of search engines.

Wen et al. [15] propose to cluster similar queries to recommend URLs to
frequently asked queries of a search engine. They use four notions of query
distance: (1) based on keywords or phrases of the query; (2) based on string
matching of keywords; (3) based on common clicked URL’s; and (4) based on
the distance of the clicked documents in some pre-defined hierarchy. Befferman
and Berger [3] also propose a query clustering technique based on a distance
notion (3). From a study of the log of a popular search engine, Jensen et al [6],
conclude that most queries are short (around 2 terms per query) and imprecise,
and the average number of pages clicked per answer is very low (around 2 clicks
per query). Thus, notions (1)-(3) are difficult to deal with in practice, because
distance matrices between queries generated by them are very sparse, and many
queries with semantic connections appear as orthogonal objects in such matrices.
Notion (4) needs a concept taxonomy and requires the clicked documents to be
classified into the taxonomy as well.

Additional related work is on a technique for building recommender systems
called collaborative filtering [12]. The task of collaborative filtering is to predict
the utility of items to a particular user, called the active user, based on a database
of votes from a sample or population of other users. Given a user searching for
information, the idea is to first find similar users (via a k-neighborhood search or
clustering process) and then suggest items preferred by the similar users to the
active user. Since users are difficult to identify in search engines, we aggregate
them in queries, i.e., sets of users searching for similar information. Thus the
active user in our context is the input query. The items are respectively Web
pages and queries in the answer ranking and query recommendation algorithms.

Zhang and Dong [17] propose the MASEL (Matrix Analysis on Search Engine
Log) algorithm which uses search engine logs to improve the ranking of an image
search engine. Clicks are considered positive recommendations on pages. The
basic idea is to extract from the logs, relationships between users, queries, and
pages. These relationships are used to estimate the quality of answers, based on
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the quality of related users and queries. The approach relies in the identification
of users of the search engine in different sessions, a task difficult to achieve in
practice. Our approach instead focuses on queries by aggregating user preferences
into queries, and then into clusters of queries.

3 Ranking Algorithm

The available data is a set of user logs from which we extract query sessions.
Figure 1 shows the relationships between the different entities that participate
in the process induced by the use of a search engine. Our approach focuses in
the semantic relationship between queries (that will be defined by a notion of
query similarity) and the preferences/feedback of user about Web pages.

Fig. 1. Relationship between entities in the process of a search engine.

The ranking algorithm is based on a clustering process that defines neigh-
borhoods of similar queries, according to user preferences. A single query (list
of terms) may be submitted to the search engine several times, each of which
defines a query session. In this paper, we use a simple notion of query session
similar to the notion introduced by Wen et al. [15] which consists of a query,
along with the URL’s clicked in its answer:

QuerySession := (query, (clickedURL)∗)

The selected URL’s are those the user that submitted a query clicked on
until she/he submit another query. A more detailed notion of query session may
consider the rank of each clicked URL and the answer page in which the URL
appears, among other data that can be considerer for further versions of the
algorithm we present in this paper.
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3.1 Algorithm Sketch

Our ranking algorithm considers only queries that appear in the query-log. The
algorithm operates in the following two phases:

1. Preprocessing phase at periodical and regular intervals:
– Queries and clicked URLs are extracted from the Web log and clustered

using the text of all the clicked URLs.
– For each cluster Ci, compute and store the following; a list Qi containing

queries in the cluster; and a list Ui containing the k-most popular URLs
in Ci, along with their popularity (number of clicks in the query log).

2. On-line searching phase: Given a query q, if that query appears in the stored
clusters, we find the cluster Ci to which the query belongs. Then the ranking
for q, Rank(q), is Ui, that is, we order the URLs according to their popularity.
Otherwise, do nothing.

This ranking can then be used to boost the original ranking algorithm by
using

NewRank(u) = β OrigRank(u) + (1 − β) Rank(u) (1)

In this expression, OrigRank(u) is the current ranking returned by the search
engine.

Although is true that not all clicks are relevant to a query, during the clus-
tering process those URLs in most cases will be outliers or fall into bad clusters.
Then, those wrong clicks will not be used.

3.2 Notion of Query Similarity

In our framework, the similarity of two queries is essentially given by the simi-
larity of the documents that users click in the answers of the queries.

Given a query q, and a URL u, let Pop(q, u) be the popularity of u (fraction
of clicks coming from the log) in the answers of q. Let Tf(t, u) be the number
of occurrences of term t in URL u. Our vocabulary is the set of all different
words in the clicked URLs. Stopwords (frequent words) are eliminated from the
vocabulary considered.

We define a vector representation for q, q, where q[i] is the i-th component
of the vector associated to the i-th term of the vocabulary (all different words),
as follows:

q[i] =
∑

URLs u

Pop(q, u) × Tf(ti, u)
maxt Tf(t, u)

(2)

where the sum ranges over all clicked URLs. Note that our representation changes
the inverse document frequency by click popularity in the classical tf-idf weight-
ing scheme.

Different notions of similarity (e.g., cosine function or Pearson correlation)
can be applied over the aforementioned vectorial representation of queries. In
this paper we use the cosine function, which considers two documents similar if
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they have similar proportions of occurrences of words (but could have different
length or word occurrence ordering).

The notion of query similarity we propose has several advantages: (1) it is
simple and easy to compute; (2) it allows to relate queries that happen to be
worded differently but stem from the same information need; (3) it leads to simi-
larity matrices that are much less sparse than matrices based on previous notions
of query similarity (see Section 2); (4) the vectorial representation of queries we
propose yields intuitive and useful feature characterizations of clusters, as we
will show in Section 4.1.

3.3 Clustering Queries

The clustering process is achieved by successive runs of a k-means algorithm,
using the CLUTO software package4. The algorithm we used operates as follows.
Initially, it randomly selects a set of objects (in our case queries) that act as
seed centroids of initial clusters. During each iteration the objects are visited at
random order, each object is moved to the cluster whose centroid is closest to the
object, whenever this operation leads to an improvement of the overall clusters
quality. This process is repeated until no further improvement is achieved. We
refer the reader to [18] for details.

We chose a k-means algorithm for the simplicity and low computational cost
of this approach compared with other clustering algorithms. In addition, the k-
means implementation chosen has proved to have good quality performance for
document clustering [18]. Since queries in our approach are similar to vectors
of web documents, the requirements for clustering queries in our approach are
similar to those for clustering documents.

The quality of the resulting clusters is measured by a score or criterion func-
tion, used by common vector-space implementations of the k-means algorithm
[19]. The function measures the average similarity between the vectors and the
centroids of the cluster that are assigned to. Let Cr be a cluster found in a k-way
clustering process (r ∈ 1..k), and let cr be the centroid of the rth cluster. The
criterion function I is defined as

I =
1
n

k∑
r=1

∑
vi∈Cr

sim(vi, cr) (3)

where the centroid cr of a cluster Cr is defined as (
∑

vi∈Cr
vi)/|Cr|, and n is the

number of queries.

4 CLUTO is a software package developed at the University of Minnesota that pro-
vides a portfolio of algorithms for clustering collections of documents in high-
dimensional vectorial representations. For further information see http://www-
users.cs.umn.edu/ karypis/cluto/.
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4 Experimental Results

We performed experiments with a 15-day query-log of TodoCl, a popular search
engine for the Chilean Web (.cl domain), having approximately 50,000 visits
daily. In the experiments we compare the retrieval precision of our algorithm
with the retrieval precision of the ranking algorithm of TodoCL. The ranking
algorithm of TodoCL is based on a belief network which is trained with links
and content of Chilean Web pages [14], and does not consider logs.

The 15-day log contains 6042 queries which have at least one click in their
answers. There are 22190 clicks in answers (almost 3.7 per query), and these
clicks are over 18527 different URL’s. The experiments consider the study of
a set of 10 randomly selected queries. The 10 queries were selected following
the probability distribution of the 6042 queries of the log. Queries in search
log distribute according to a power-law [1], our data shows the same. The first
column of Table 1 shows the selected queries. The original Spanish terms in the
queries have been translated.

Query Custer
Rank

Features

amebiasis 279 therapy (75%)

bride dress 179 fiances (84%)

electronic invoice 123 internet (95%)

free internet 289 free (85%)

hotel beach 73 hotel (95%)

plotters 487 printer (54%) parts (8%) toner (7%) note-
books (7%)

secondary-school 127 secondary-school (37%) institution (30%) ad-
mission (9%)

soccer leagues 210 vivefutbol (39%) leagues (32%)

tourism offer 57 state (99%)

yoga 525 letter (33%) yoga (23%) tai-chi (9%)

Table 1. Queries selected for the experimental evaluation and their clusters.

4.1 Clustering Process

We determine the final number of clusters by performing successive runs of the
k-means algorithm. Figure 2 shows the quality of the clusters found for different
values of k, i.e., the number of clusters computed in each run. The figure also
shows the quality gain in the successive runs. The quality score is an input
of the clustering process, and determines the number of clusters found. In our
experiments, we fix a quality score of 0.58 which was reached at k = 600 clusters.
Figure 3 shows an histogram for the number of queries in each of cluster found.
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Fig. 2. Cluster quality vs. number of clusters

It took 22 minutes to compute the 600 clusters using a Pentium IV computer,
with CPU clock rate of 2.4 GHz, 512MB RAM, and running Windows XP.

table 1 also shows statistics of the clusters to which the selected queries
belong to. The second column shows the quality rank of each cluster, among the
600 clusters. The last column depicts the set of feature terms that best describe
each one of the clusters. We have translated the original Spanish terms. Right
next to each feature term, there is a number that is the percentage of the within
cluster similarity that this particular feature can explain. For example, for the
first cluster the feature “letter” explains 33% of the average similarity of the
queries in the cluster. Intuitively, these terms represent a subset of dimensions
(in the vectorial representation of the queries) for which a large fraction of queries
agree. The cluster queries form a dense subspace for these dimensions.

Our results are very encouraging. Table 2 shows the queries that belongs to
the clusters of queries dress bride, free internet, yoga, and soccer leagues. Many
clusters represent clearly defined information needs of search engine users. Notice
that the clusters contain queries which have different keywords but stem from the
same information needs, and allows us to identify semantic connections between
queries which do not share query words. As an example, the feature term letter of
the cluster of query yoga reveals that users that search for web sites about yoga,
also search for information about astral letters. Probably, some sites containing
information about yoga contain references to astral letters. The term vivefutbol
related to the query soccer league refers to a soccer site which is popular in the
domain of the search engine. The term therapy suggests that the users looking
at amebiasis are interested in therapies for this disease. Another example is
the term admission related to query secondary-school, which shows that users
searching for secondary-schools are mainly interested in admission information.
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Fig. 3. Histogram of cluster sizes.

Query Other Queries in Cluster.

dress bride house of bride
dress wedding

dress bridegroom
wedding cake
wedding rings

free internet phone company
free internet connection

free ads
cibercafe santiago
free text messages

free email

yoga tai chi exercises
astral letter

reiki
birth register

soccer leagues ivan zamorano
soccer leagues chile
soccer teams chile

marcelo salas

Table 2. Queries in clusters.

4.2 Quality of the Ranking Algorithm

Figures 4 illustrates the average retrieval precision of TodoCL and the proposed
ranking algorithms, for the top-10 answers of each of the the ten queries studied.
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In order to evaluate the quality of the ranking approach based on query-logs we
use β = 0 (Equation 1) in the proposed algorithm. The judgments of the rele-
vance of the answers to each query were performed by people from our computer
science department. The figure shows that the proposed algorithm can signifi-
cantly boost the average precision of TodoCL. For the top-2 answers the two
algorithms behave similarly since todoCl in general returns good answers at the
top and users tend to click them. The improvement in the retrieval quality of
the original algorithm becomes notorious when we consider answer sets of more
than three documents, where the information carried by the clicks is very useful
to discard documents that are of little interest to users.

For six of the ten queries studied, the proposed ranking algorithm clearly
outperformed the retrieval precision of TodoCL. In two of them the original
algorithm performed slightly better. A possible explanation for this is that some
relevant URLs returned by TodoCL in the first places of these queries had text
descriptors that were not attractive to users. In the remainder two queries both
approaches had a similar performance.

Fig. 4. Average retrieval precision for ten randomly selected queries.

5 Conclusion

We have proposed a method for boosting page rankings based on a clustering
process over queries extracted from search engine logs. The method proposed
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is simple and has reasonable computational cost for periodical preprocessing.
Our experiments show that it achieves good results in improving the retrieval
precision of a popular search engine for the Chilean Web.

Our ranking algorithm considers only queries that appear in the query-log.
We are working on extensions to deal with new queries submitted by users. Since
these queries do not have log history, we have to solve the problem of determining
the closest clusters to them. One approach to do this is to compute the similarity
between query words and feature terms that characterize each cluster (such as
cluster features of Table 1).

Another problem inherent to the use of query logs is that the clicked URLs are
biased to the ranking algorithm of the search engine. We are currently working
in how to reduce and adjust this bias. In addition, we are adapting the algorithm
to the natural changes of the problem. Queries and URLs change in time, so the
clusters should change too.
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Abstract. The paper describes ImmoSoftWeb, a web based application
which takes advantage of fuzzy sets to apply them on the area of real
estate management. ImmoSoftWeb is built on a FRDB, initially using
a prototype called FSQL Server, which provides application capabilities
for fuzzy handling, but ImmoSoftWeb is independent from FRDB by
means of XML technologies usage. Moreover, the paper shows the way
real estate attributes can be expressed using fuzzy data, and how fuzzy
queries can be used to apply typical real estate customer requirements
on a fuzzy real estate database.

1 Introduction

There exists several proposals of Fuzzy Relational Database (FRDB) models as
well as implementations based on them [1,2,3,4,5,6]. It is important to look for
new application fields to find real life problems that can be solved using these
models.

ImmoSoftWeb1 is a real estate management application that takes advantage
of different works and research done in the field of FRDB.

We have chosen real estate management as the subject of our research because
real estate attributes are suitable of fuzzy treatment, due to the high level of
imprecision in their values. Besides, real estate sales agents usually work at this
level of imprecision and are used to be flexible in the search process.

ImmoSoftWeb allows flexible storage of some real estate attributes. This
application will allow us to define flexible queries that will obtain those real
estates that we looked for and those similar at certain degree from the FRDB.

Our application is built on a Fuzzy SQL server [8,9,10,11] based on the
GEFRED (a GEneralized model for Fuzzy RElational Databases) model [4]. The
used FRDB provides a fuzzy query language, Fuzzy SQL (FSQL), for interaction
between the application and the database.

The application has been developed using different technologies, such as
JAVA, JSP pages, XML and related technologies.

1 Due to limited paper extension certain application features can not be widely de-
tailed, further information in [7]

J. Favela et al. (Eds.): AWIC 2004, LNAI 3034, pp. 196–206, 2004.
c© Springer-Verlag Berlin Heidelberg 2004



ImmoSoftWeb: a Web Based Fuzzy Application for Real Estate Management 197

The paper is organized as follows. Section 2 shows how the application rep-
resents and handles fuzzy data, attributes suitable of fuzzy treatment and the
conditions that can be used by users. Section 3 depicts application’s architecture.
Section 4 describes the steps, since the user defines a condition until results are
obtained. Finally, Sect. 5 exposes conclusions and future lines of research.

2 Fuzzy Data Handling in the Application

Elements related to fuzzy data handling can have different representations. We
use the representation defined in [5], which describes the following data types:

1. Precise data. It uses the data representation provided by the host RDBMS,
allowing fuzzy querying on it. We call this kind of data “Type 1 data”.

2. Imprecise data in an ordered underlying domain. This kind of data is associ-
ated with a membership function. In this case we represent the membership
function as trapezoidal possibility distributions, which let us represent im-
precise data such as intervals, with and without margin, approximate values
and, of course, precise values. For simplicity, this kind of data is called “Type
2 data”.

3. Data with analogy in a discrete domain. This type of imprecise data is built
in discrete domains on which there are defined proximity relations . This
group can represent data as simple scalars or as possibility distributions in
discrete domains. We denominate this kind of data “Type 3 data”.

We also use the following fuzzy relational operators for these types of data:

1. Fuzzy Equal (FEQ): Based on possibility measures when applied on Type 1
and Type 2 data, and based on proximity relations when used on Type 3
data.

2. Fuzzy Less Than (FLT), Fuzzy Greater Than (FGT), Fuzzy Greater or Equal
(FGEQ) and Fuzzy Less or Equal (FLEQ): Those relational operators are
based on fuzzy extensions of classical relational operators, and so they are
only applicable on Type 1 and Type 2 data.

2.1 Suitable Attributes for Fuzzy Handling

We have found some real estate attributes which can be modelled using the fuzzy
types described before. Those ones are shown in Table 1.

Type 1 attributes can store precise data only. For instance, attribute Rooms
stores number of rooms: 2, 5, . . .

Type2 attributes are allowed to store imprecise data, in a trapezoidal repre-
sentation. For instance, attribute Price stores real estate’s price range: “between
1000 and 1500” or “exactly 1250”.

All Type 3 attributes have an scalar domain, and an associated proximity
relation. This is, for instance, for Kind attribute: “Apartment”, “Flat”, “House”,
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Table 1. Real estate attributes and fuzzy types associated

Fuzzy Type Attributes

Type 1 Rooms, Floors

Type 2 Price, Area, Age

Type 3 Kind, Orientation, Illumination, Views, Conservation

Geographic Type Location

Table 2. Proximity relation for attribute Kind domain members

Flat House Duplex Attic Kind

0.75 0.3 0.2 0.75 Apartment
0.3 0.3 0.75 Flat

0.75 0.1 House
0.1 Duplex

“Duplex” and “Attic”. The associated proximity relation for attribute Kind is
shown in Table 2.

Geographic Type attribute is designed to store real estate location as a co-
ordinate pair (x, y), which can be queried using fuzzy conditions, as we will see
later.

2.2 Flexible Conditions Representation in User Interface

Flexible Numerical Conditions. Flexible Numerical Conditions are user de-
finable conditions that must be applied on Type 1 and Type 2 attributes of real
estates. We have defined these flexible numerical conditions:

1. “Flexible between” condition: This condition is the flexible variant to classi-
cal “between” condition, adding a margin. This kind of condition must be
defined with a lower (l) and an upper (u) limit and a margin (m), and it
is applied using the fuzzy condition a FEQ [l − m, l, u, u + m], where a, in
next references, is the attribute value on which the condition is applied, and
[α, β, γ, δ] represents a trapezoidal possibility distribution.

2. “Approximate to” condition: The condition makes the classical “equal to”
condition more flexible. The condition is built by means of a central value
(v), to which we want to approximate, together with a margin (m) to define
the flexibility of the approximation. Actually, the flexible condition applied
is then a FEQ [v − m, v, v, v + m].

3. “Flexible greater than” condition: This condition gives to the classical “greater
than” condition more flexibility. The condition has to be defined with a
lower limit (l) and a margin (m), and it is applied using the fuzzy condition
a FGT [l − m, l, l, l].
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4. “Flexible lower than” condition: The condition is the flexible version of clas-
sical “lower than” condition. This condition must be defined by an upper
limit (u) and a margin (m).The flexible condition is applied using the fuzzy
condition a FLT [u, u, u, u + m].

Nearness Conditions Qualifiers. This user qualifiers group is designed to
be applied on nearness conditions on Type 3 attributes. We employ qualifiers to
model the semantic concepts used by “humans” to specify to what extent the
result must match the value chosen by the user for a concrete attribute.

Nearness conditions qualifiers works setting a threshold, a minimum nearness
level, for the nearness degree between the scalar specified in the user condition
and the scalar stored in the attribute on which nearness condition is applied.

These nearness conditions are specified as a fuzzy equality condition like
a FEQ v THOLD t, where a is the attribute, v is the user’s desired scalar and
t is the threshold value for the chosen qualifier.

Those qualifiers and their associated threshold value, are shown in Table 3.

Table 3. Nearness condition Qualifiers

Qualifier Only Very Fairly Moderately Not Much Any

Nearness degree threshold 1 0.9 0.75 0.5 0.25 0

Context Adaptive Conditions. Context adaptive conditions are a special
group of fuzzy numerical conditions with a particularity: they are context sensi-
tive.

We use this kind of conditions to query real estate database with “humans”
concepts like “cheap”, “moderate” or “expensive” — if we are talking about a
house price —, or concepts like “small”, “middle-sized” or “big” — if we are
talking about house size —.

We say these conditions are adaptable because those “human” concepts are
not mathematically constant. Let us analyze it using an example: A “cheap
detached house in suburbs” does not cost the same as a “cheap flat in city centre”.
Of course both are “cheap”, but they are not numerically the same, both prices
ranges are mathematically different. As we can see, we must consider the context
in which the real estate is involved (i.e. “a flat in city centre” or “detached house
in suburbs”) to obtain the numerical representation of the range “cheap”.

Regardless of the house attribute we are referring to, we have these main
abstract degree concepts:

1. Low: Includes specific concepts like “cheap” (price) or “small” (size).
2. Medium: Includes specific concepts like “moderate” (price) or “middle-sized”

(size).
3. High: Includes specific concepts like “expensive” (price) or “big” (size).
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These main abstract degree concepts let us split the underlying domain in
three fuzzy regions. The boundaries of these regions are based themselves on
average value (M) of the attribute, calculated based on the “context” of the
condition.

0

1

MM/2 3M/2

8

Low Condition

Medium Condition

High Condition

Fig. 1. Partition of underlying domain by context adaptive conditions

To sum up, we follow these steps to obtain a concrete trapezoidal represen-
tation, based on the attribute’s average value in the context, of that kind of
conditions:

1. Obtaining the context: Apply all conditions defined in the user query, except
context adaptive conditions. The obtained tuples are considered the context
defined in user query.

2. Obtaining average value: Calculate attribute’s average value, calculated based
on context result set, for those attributes which are affected by a context
adaptive condition.

3. Creating trapezoidal representation of context adaptive conditions: Create
the concrete trapezoidal representation of all context adaptive conditions
existing in the query, using the average value (M) of the attribute on each
condition is applied, as Fig. 1 shows.

4. Obtaining query result: Once we have all context adaptive conditions defined
as a concrete trapezoid, we apply all conditions present in query to obtain
the query result.

Fuzzy Geographical Conditions. We have created these special conditions
to allow us to find out the fulfillment degree for a real estate according to a
geographic selection area defined by three parameters x, y, radius [7].

From these three values a circular area centered in the coordinates (x, y) is
defined. The circular area extends around that point with a certain radius.

We use the following formula to calculate the membership degree for each
real estate inside the area specified in the condition:

CDEG((x, y), (xi, yi)) =
dist((x, y), (xi, yi))

radius
. (1)

Where (x, y) are the coordinates of the area’s center defined in the condi-
tion, (xi, yi) are the location coordinates of the real estate evaluated, dist(a, b)



ImmoSoftWeb: a Web Based Fuzzy Application for Real Estate Management 201

(x,y)
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Fig. 2. Membership function for a circular area

computes Euclidean distance between a and b points, and radius is the radius
of the geographic area defined in the condition.

Real Estate Fulfillment Degree. The Real Estate Fulfillment Degree (REFD)
is the value which indicates how well a real estate fits to the query from which
it was obtained. This REFD is computed using a weighted average of fulfillment
degrees of every condition in the query, using a condition priority order, defined
by the user, which determines the weight associated to each condition.

The weights for the average are defined as shown in equations (2) and (3),
where t is the number of defined conditions in the query, n the number of con-
ditions included in the priority order, m the number of conditions without a
priority requirement, wp(i) the weight of a condition with a priority level i (con-
sidering i = 1 the highest priority level, and i = n the lowest priority level) and
wu the weight for conditions without priority user requirement.

wp(i) =
{

1
2i i �= t

1
2i−1 i = t

i = 1...n . (2)

wu =
1

m2n
. (3)

3 Application Architecture

To implement the application we have chosen a layer based architecture in order
to ease maintenance and update of components.

3.1 Components

Application is divided in three layers that interact between them as seen in Fig.3.
Let us discuss each layer and its functionality.

1. Presentation Layer: Generates the user interface in order to provide an easy
and comfortable interaction with the application. Main components of this
layer are the Web Browser where the interface is visualized, the JSP pages
that compose the interface, and the Web Server that processes JSP pages
and sends resulting HTML to the user.



202 Carlos D. Barranco et al.

Web Server

Browser
JSP Engine

Servlets FRBD

JS
P

H
T
T
P

1.
1

H
T
M

L

Java Beans

X
M

L

XSL/T
Processor

F
S
Q
L

X
S
L
/T

Servlets Container

D
A
TA

F
S
Q
L

J

J

Data
Containers

Presentation
Layer

Data Access
Layer

Logic Layer

Fig. 3. General application architecture

2. Logic Layer: The one that implements functionality and behavior expected
from the application and provides methods to access that functionality. This
layer receives data from the interface and processes it so that can be used in
the following layer. Components of this layer are Java Beans, objects which
enclose all application logic.

3. Data Access Layer: Allows application logic to access data stored in the
FRDB. Data access is managed by data container objects, and it is performed
using XML and FRDB fuzzy query syntax. Main components of this layer
are the XSLT Parser, that translates user queries expressed in XML to fuzzy
queries the FRDB can understand, and the FRDB itself, which executes
fuzzy sentences and returns results.

3.2 Fuzzy Database Independence

User queries are expressed in XML and using an XSLT Stylesheet they become
fuzzy queries expressed with the syntax used by the FRDB. In case of changes
in the syntax used in the FRDB, it would not be necessary to rebuild the appli-
cation, it would only be necessary to change the XSLT Stylesheet, in order to
transform user queries expressed in XML to the new syntax used by the FRDB.

This mechanism provides independence from FRDB syntax which is very
important if we consider that we still work with prototypes and that the model
evolves continuously, which implies that syntax evolves too, and changes. We
need to adapt to this changing environment, and the best way is to become
independent from FRDB syntax.

4 Fuzzy Query Process

Our main goal is to communicate a user with a FRDB using fuzzy queries con-
taining imprecise conditions established by the application user. We are going
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to describe the process followed since a user defines a query until it is executed
in the database and the results are given back.

In Fig.4 we can see the route followed by the data and the different trans-
formations that pass along in each stage to transform a fuzzy query into FSQL;
now let us comment on them.
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Fig. 4. From the user to the Database

1. The first stage comprehends communication between Web Browser and the
Server. The user inserts query parameters in a Web Form as in Fig.5, and
sends it. In the server side a JSP page awaits for form data and store it in
a Java Object, ready for the next stage. Browser and server communicates
using HTTP protocol avoiding incompatibility problems between platforms.

Fig. 5. Web interface query definition

2. The second stage consists of communication between the Web Server and
the FRDB. This is an important step, since not only must we find a method
to communicate, but we also need to prove the method effective when fu-
ture changes or updates are performed on the FSQL syntax. To solve this
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problem we use XML and related technologies such as XSLT, that allow
the independent interchange of data between elements. Therefore, the Java
object that contains the flexible query definition stated by the user, will gen-
erate an XML document describing this flexible query. This XML document
must be transformed in order to obtain valid FSQL sentences to be sent to
the FRDB. The transformation will be made by means of a XSLT Stylesheet,
which can be modified in case of changes in FRDB’s query language syn-
tax. Once received the sentences the FRDB executes them and obtains the
results corresponding to the flexible query which was specified initially.
Once the query results are obtained we follow the route back to the user.
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Browser Engine FDB

3 stage
rd

4 stage
th

Fig. 6. From the Database to the user

3. In the third stage, we obtain results from the database via JDBC. With these
results the server creates an XML document, containing the necessary data
to present the results to the user. The XML document generated describes
each row of the result set. Through this XML document we transfer the data
from the database to the server.

4. In the fourth stage the server loads the results from the XML document into
a Java object. This object contains all the necessary data for the response,
and methods to access them. By means of a JSP page stored in the server we
obtain the result object and format it using HTML. The HTML document
is sent to the browser, where results are shown as in Fig.7.

5 Concluding Remarks and Future Works

In this paper we have shown the basis of ImmoSoftWeb application, whose de-
velopment permits the achievement of the following goals:

1. Showing that we can solve real life problems using a fuzzy approach, as we
have done with the real estate management problem, using the capability
to deal with fuzzy data provided by a Fuzzy SQL Server, and evidence that
fuzzy approach provides a solution for problems that classical approaches
can not solve.
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Fig. 7. Web interface query results

2. Obtaining an application architecture which provides us fully independence
from underlying FRDB fuzzy query syntax.

Future works will be guided to make practical use of new features, based on
Soft Computing, provided by oncoming FRDB servers, like Data Mining and
Knowledge Discovery, applied on real estate management area. By means of
these new features, we will obtain new features for ImmoSoftWeb like costumers
profiles, shopping profiles, or tendency analysis.
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Abstract. Web Farms are clustered systems designed to provide high availability
and high performance web services. A web farm is a group of replicated HTTP
servers that reply web requests forwarded by a single point of access to the ser-
vice. To deal with this task the point of access executes a load balancing algorithm
to distribute web request among the group of servers. The present algorithms pro-
vides a short-term dynamic configuration for this operation, but some corrective
actions (granting different session priorities or distributed WAN forwarding) can-
not be achieved without a long-term estimation of the future web load. On this
paper we propose a method to forecast web service work load. Our approach
also includes an innovative segmentation method for the web pages using EDAs
(estimation of distribution algorithms) and the application of semi-naı̈ve Bayes
classifiers to predict future web load several minutes before. All our analysis has
been performed using real data from a world-wide academic portal.

Keywords. Web farms, web load estimation, naı̈ve Bayes, EDAs

1 Introduction

Today’s commerce is, in many cases, fought on the web arena. Form marketing to on-
line sales, many tasks are supported by a web architecture. Even several internal proce-
dures of a company are achieved using a web-based application. On this scenario, the
quality of the services, or at least the way the user observes how these services are been
performed, depends on some characteristics of the web server itself. Subjective values,
like page design, are tackled by specific methodologies [16]. But, there are other fac-
tors that are also very important in terms of client satisfaction when he/she navigates
the site. One of these factors is web service response time. There are different strategies
to speed-up this response time. Proxy servers and web caches are intermediate storages
of the most frequent pages. Another innovative alternative is what has been called web
farms.

1.1 Web Farms

For high performance services, when it grows beyond the capabilities of a single ma-
chine, groups of machines are often employed to provide the service. In the case of web

J. Favela et al. (Eds.): AWIC 2004, LNAI 3034, pp. 217–226, 2004.
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servers, this is often referred to a Web Farm. Web farms typically employ both high
availability and scalability technologies in order to provide a highly available service
spread across multiple machines, with a single point of contact for clients.

The architecture of these systems is divided into three different layers: (i) a first
layer, the front-end of the web service, is a single point of access, (ii) a second layer of
distributed web servers, which perform the actual HTTP service and (iii) a third layer
of a shared data storage, like a back-end database or distributed/replicated file system.

The service provided by a web far is performed as follows. When a request is re-
ceived by the point of access, this one redirects the request towards the most suitable
web server on the second layer. Usually, the response sent by the web server is addressed
directly to the client (not using the point of access as a relay).

There are different types of web farms depending on the topology of the architecture
itself:

– Cluster web farms: All the web servers are inside of the same local area network.
In many cases these machines serving on the second layer are connected using a
virtual private network (VPN). On this architecture, the point of access selects the
most appropriate server depending on short-term load-balancing algorithm. [2]

– Globally distributed web farms: In this cases, web servers are connected at dif-
ferent points on a wide area network (like the Internet). On these geographically
distributed web farms the point of access decides the server taking into account
other aspects like closest web server or interconnection speed. [9]

– Hybrid approaches: Sometimes both architectures coexist, a first step of redirec-
tion forwards the request to the closest cluster web farm. A second stage is per-
formed inside of the cluster to select the server with less work. A very good exam-
ple of this approach is Google3.

1.2 Web Load Balancing

In order to achieve the most important task of this process, request forwarding, there
have been done many efforts to perform this operation in the most flexible and efficient
way. NCSA [19] provides a scalable web server using server-side Round-Robin DNS
[6]. LVS (Linux Virtual Server) [3] provides many different methods to redirect request
inside of a cluster web farm, like NAT (Network Address Translation), IP Tunneling
and Direct Routing. There are also application level solutions, like Reverse-proxy [25]
or SWEB [2]. Other techniques available is Load Sharing with NAT (LSNAT) [27].

Although, these are different techniques to forward client requests (at different lev-
els of the IP protocol stack), another open issues is to get the best selection for each
of these incoming requests. Cluster web farms and many DNS-based approaches select
the next web server are Round-Robin scheduling with additional features like, weighted
least-connection correction [30] (also Round-robin DNS). Other approaches select the
most responsive web server for a ping package. Other approaches consider QoS (qual-
ity of service) algorithms to estimate load distribution in replicated web servers [9]. In
[14] a client-based approach is presented.

3 http://www.google.com
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There are two possible load balancing strategies, depending on how far the status of
the system could be forecasted.

– Immediate load balancing: Load balancing decisions take into account present or
very near past situations to perform corrective and balancing actions. On this schema
cluster web farms forwards messages towards the least overloaded server.

– Long-term load balancing: Although the past strategy is quite efficient and pro-
vides dynamic adaptability, there are important limitations due to: (1) a single ses-
sion from the same user should be forwarded to the same web farm server, since
important information held by the server, like session cookies, are stored locally,
and (2) high level forwarding technique (like IP Tunneling) performs better if the
tunnel that supports the redirection is used several times, or other techniques like
DNS-Round Robin once the first message from a user is addressed to one server
the next ones will follow the same path.
Since under these circunstances the load balancing algorithms take some actions
with a stable application frame of several minutes, the most efficient way to per-
form these tasks is to estimate the future load of the system, with a time window
frame of at least 10-15 minutes.

2 Future Load Estimation Issues

Dealing with future estimation of a web service load has some specific aspect to be
taken into account.

First of all is to know what is exactly expected from the estimation. In order to
support load balancing algorithms the most important aspect to be known is the future
number of requests or the amount of information to be sent. Being able to predict how
many bytes should be served in advance provides the possibility to forward clients to
other mirror site or discard some requests, in order to provide an acceptable response
time for most of the user.

The amount of information requested is a continuous value, but for the objective
we are tackling is not necessary to deal with the attribute in the continuous form. A
load balancing algorithm uses discrete data input, for most of the algorithms they work
with intervals of low, medium or high load. On the other hand, a significant number
of classification methods are based on discrete or nominal classes. There are several
methods to build these discretization intervals, but, in order to be appropriate with the
usage the values are hardware or architecture restrictions from the current system, like
network band-width or memory capacity.

Other important issue is to select the appropriate input attributes. The main source
of information we have is the server web log. This log records all the connections re-
quested to the web server. For each record we have the requested page, from which
page it was accessed, and when it was requested. Very simple methods use the time of
the day to predict web load, while others also consider previous load (amount of bytes
transferred) to estimate future requests. These approaches (as we will see in section 5.3
are limited and unaccurated). It is very important to have some background knowledge
from the application field of these techniques. On our approach an academic portal4

4 http://www.universia.es
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was used. This portal stores web pages from courses, universities, grants, an so on. The
information on this service is addressed both to students, teachers, and people working
on the industry. Pages represent news and important notes updated daily. A detailed
description of these datasets in commented in section 5.1. These characteristics imply
two important hints:

– The patterns from different users or the accesses to different pages on the web site is
more intense depending on the contents of the pages. Page subject has an important
influence on when this pages is accessed and the range of users interested on it.

– The structure of the web site changes daily. Any page-based analysis using data
form several days before will not consider new pages (which are also the most
popular visit in the web site).

One important aspect of this method is the segmentation of the pages hosted by the
web site, among the different techniques (based on the contents of the page) we have
proceeded with this segmentation considering the relationships between the pages (how
many times one pages is addressed from other) as discriminant criteria to group similar
pages.

According to these assertions we have considered the following method to proceed,
(1) the attribute to classify is a discretized value defined over the amount of requested
information, (2) accesses to the groups of pages (in a previous time frames) are input
data, and (3) only information for few days before the prediction is used in order to
support dynamic changes on the contents of the web site.

This method will be compared with simple approaches that only takes into account
the time an previous web load.

3 General Process Overview

To be able to estimate the future load in a Web Farm we need to do the following steps
(see figure 1):

1. Starting with the log files from www.universia.es of four different days (see sec-
tion 5.1) we create a Site Navigation Graph. In this graph, vertices represent Web
pages, edges represent links and edges weight represent the number of times the
corresponding link was clicked by the users.

2. Partition the Site Navigation Graph. We have decided to split the graph in ten differ-
ent partitions. In this way we will be able to collect users click information for each
partition, given us more useful information. This process segmentates web pages
based on the relationships among them. Pages visited together will be clustered in
the same group.

3. Once data has been partitioned, time windows of 15 minutes have been defined. For
each of these windows a new instance is created with the following information:

– Current time.
– Clicks and bytes transferred for each of the groups during the las two time

frames (15 and 30 minutes before).
– The amount of information requested to the web site during this period. This is

the actual value to be predicted.
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Fig. 1. Overall description of the process

4. Discretization:

– Class discretization: Rather than the number of bytes, we are interested on
the intervals, like idle state, low load, medium load, high load, very high load
or similar ranks. As we have said before, these intervals depend on hardware
constraints. A discretization method based on probability density with optimal
classes definition has been performed, using XLSTAT.

– Attribute discretization. In order to use the classification methods it is neces-
sary to discretice the instances of the datasets. Thus, a discretization step with
the method suggested by [11] has been performed using MLC++ tools. This
supervised discretization method is described by Ting in [28] that is a global
variant of the method of Fayyad and Irani [12].

5. Once we have created and discretized the instances, they must be splitted in four
different datasets, each one including a training set and a testing set. In this way, we
are going to make the training with the instances of 3 days, keeping the instances
of the last day for validation purposes. This means that we are doing a 4-Fold cross
validation.

6. The last step consist on apply all the classification methods (see section 4.2) to the
datasets. Experiment results are in section 5.3.
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4 Detailed Experimentation

4.1 Graph Partitioning

The partitioning problem on an undirected graph G = (V, E), V being the set of ver-
tices and E the set of edges arises in many different areas such as VLSI design, test
pattern generation, data-mining or efficient storage of data bases. In general, the graph
partitioning problem consists of partitioning the vertices into k disjoint subsets of about
the same cardinality, such that the cut size, that is, the sum of edges whose endpoints
are in different subsets, is minimized.

The graph partitioning problem is NP-hard, and it remains NP-hard even when k is
equal to 2 or when some unbalancing is allowed [7]. For large graphs (with more than
100 vertices), heuristics algorithms which find suboptimal solutions are the only viable
option. Proposed strategies can be classified in combinatorial approaches [13], based on
geometric representations [26], multilevel schemes [29], evolutionary optimization [5]
and genetic algorithms [8]. We can find also hybrid schemes [4] that combines different
approaches.

To solve the graph partitioning problem in this paper, we have used a novel ap-
proach based on a heuristic optimization technique named EDA. EDAs [20] are non-
deterministic, stochastic heuristic search strategies that form part of the evolutionary
computation approaches, where number of solutions or individuals are created every
generation, evolving once and again until a satisfactory solution is achieved. In brief,
the characteristic that differentiates most EDAs from other evolutionary search strate-
gies such as GAs is that the evolution from a generation to the next one is done by
estimating the probability distribution of the fittest individuals, and afterwards by sam-
pling the induced model. This avoids the use of crossing or mutation operators, and the
number of parameters that EDAs require is considerably reduced.

To find the best partition we are going to use the next fitness function [5] to evaluate
each candidate s,

f(s) = α · ncuts(s) + β ·
K∑

k=1

2deviation(k) (1)

where, ncuts(s) is the sum of the edges whose endpoints are in different subsets, and
deviation(k) is the amount by which the number of nodes in the partition Gk varies
from the average number expected.

However, with the objective of partitioning the Site Navigation Graph we are going
to consider the number of cuts as an objective, while the deviation degree is going to be
a restriction. Thus, the fitness function will take the parameters α = 1 and β = 0; with
deviation(k) < 20 for k ∈ [1, K]. This means that we are allowing a deviation degree
of 20% in the partitions.

4.2 Learning Methods

We are using three different types of classification methods.
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– Rule induction methods.
• 1R Algorithm. The 1R procedure [17] for machine learning is a very simple

one that proves surprisingly effective. The aim is to infer a rule that predicts
the class given the value of the attributes. The 1R algorithm chooses the most
informative single attribute and bases the rule on this attribute alone.

• NNGE. NNGE (Non-Nested Generalized Examplers) [21] is a promising ma-
chine learning approach that combines nearest neighbor with rule generation.

– Tree induction methods.

• J48. J48 is an improved version of C4.5 [23] that is implemented in the Weka
toolset [1], an open source machine learning software in Java.

• C5.0 with boosting. C5.0 is quite similar to C4.5 [23] but incorporates several
new facilities such as variable misclassification costs, new data types including
dates and facilities for defining new attributes as functions of other attributes.

– Bayesian methods.

• Naı̈ve Bayes. The naı̈ve Bayes classifier [15] is a probabilistic method for clas-
sification. It can be used to determine the probability that an example belongs
to a class given the values of the predictor variables. The naı̈ve Bayes classifier
guarantees optimal induction given a set of explicit assumptions [10].

• Pazzani-EDA. Pazzani [22] tries to improve the naı̈ve Bayes classifier by
searching for dependencies among attributes. He proposes two algorithms for
detecting dependencies among attributes: Forward Sequential Selection and
Joining (FSSJ) and Backward Sequential Elimination and Joining. However,
Pazzani-EDA [24] makes a heuristic search of the Pazzani structure with the
target of maximize the percentage of successful predictions.

The rule induction methods and the tree induction method J48 were run with Weka,
an open source machine learning software in Java. The method C5.0 with boosting
were run with the See5.0/C5.0 program. For the Bayesian methods we have used
our own developed programs.

5 Results

5.1 Data Set

For validating our approach we have used log files from www.universia.es. Universia
is a community portal about Spanish-speaking higher education that involves 379 uni-
versities world-wide. It contains information about education, organized in different
groups depending on the user profile.

We have used the log files from four different days. The total size of the logs files is
3 GBytes and they contain a total of 25000 user clicks in approx 5000 different pages.

5.2 Validation Method

As commented before we have used a 4 fold cross validation method. Thus, the learning
process is made with 3 days, validating with the remaining day.
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Table 1. Experiment results with the simple dataset

Training Days 1, 2, 3 1, 2, 4 1, 3, 4 2, 3, 4
Tested Day 4 3 2 1 Average

Naive Bayes 70.21 75.00 79.17 79.16 75.88
Pazzani-EDA 84.78 89.36 93.61 87.23 88.75
NNGE 64.89 63.54 71.88 71.87 68.05
1R 71.28 72.92 70.83 76.04 72.77
J48 64.89 72.92 73.96 76.04 71.95
C5.0 74.50 72.90 83.30 80.20 77.72

Table 2. Experiment results with the enriched dataset

Training Days 1, 2, 3 1, 2, 4 1, 3, 4 2, 3, 4
Tested Day 4 3 2 1 Average

Naive Bayes 71.28 70.83 76.04 70.83 72.25
Pazzani-EDA 97.82 100.00 97.87 91.49 96.80
NNGE 74.47 67.71 78.13 72.91 73.31
1R 67.02 73.96 75.00 76.04 73.01
J48 72.34 69.79 72.91 76.04 72.77
C5.0 70.20 70.83 73.96 75.00 72.50

5.3 Experimental Results

One of the issues tackled by our approach is to evaluate any possible improvement ob-
tained when data are enriched with the segmentation the web pages. On table 1, results
based on a simple data input are presented. These simple data are just the number of
clicks an bytes requested during the last two time windows (15 and 30 minutes before).

Table 2 shows the results from enriched data including number of clicks and bytes
transferred for each of groups of pages clustered by the partitioned graph. On this table
we also consider the previous two time windows as in the case before.

We have experimented with simple 1R algorithm with the assumption that just one
attribute (either time or the previous requested clicks or bytes) is able to predict web
service load.

Induction tree algorithms, like C5.0, performs poorly with the extended input data
while complex bayesian classifiers, like Pazzani-EDA, get a significant advantage when
more and enriched information is provided. On this case Pazzani-EDA clearly outper-
forms any other of the classifiers evaluated.

Another interesting result is that 1R selects time as discriminant attribute only in
two out of the four experiments. With this we consider that time is not always the best
approach to estimate web server load.

6 Conclusion and Further Work

In this paper two innovative techniques have been introduced.
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First, a new graph partitioning method has been perform using estimation of dis-
tribution algorithms. On this field new open issues arises that could be interesting to
explore in a further works.

Second, enriched information has been proved very useful to obtain significant im-
provements to estimate web service load. The segmentation of the pages using the re-
lationships among them, represented by the number of navigation clicks from one page
to the other (site navigation graph) is a very simple way to cluster similar pages without
the need to deal with semantic information about the contents of each page. Other sim-
ilar approaches use information about the subjects or topics related to one page make
them difficult to be performed on complex an not well-organized web sites.

Although time is not a discriminant attribute on this kind of analysis, it is very
significant. Thus, semi naı̈ve Bayes algorithms like NB-Tree [18] could achieve inter-
esting results as this classifiers is an hybrid method between decision trees and Bayesian
classification methods. This approach uses the more discriminant attributes to build a
decision tree with leaves that are Bayesian classifiers for solving the more complex
relationships.
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